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Abstract - In the recent years, the security issues on 

Mobile ad hoc network (MANET) have become one of 

the primary concerns. Because of the mobility nature, 

MANET is more vulnerable to be attacked than wired 

network. Attack prevention measures, such as 

authentication and encryption, can be used as the first 

line of defense for reducing the possibilities of attacks. 

However, encryption and authentication cannot defend 

against compromised mobile nodes which carry the 

private keys.  Intrusion detection techniques (IDS) the 

second mechanism to detect and response the attack 

which successfully penetrated the prevention 

mechanisms. The main categories of these techniques 

are anomaly-based detection, signature-based 

detection and specification-based detection. In this 

paper the different detection techniques- anomaly 

detection, signature detection and specification-based 

detection- are classified, as well as comparative 

discussion of these different techniques. 
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1 Introduction 
 

The Internet and computer networks are exposed to 

an increasing number of security threats. Mobile ad 

hoc network (MANET) is vulnerable to security 

attacks due to its features of open medium, dynamic 

changing topology, cooperative algorithms and lack of 

cartelized monitoring.  The flexibility provided by the 

open broadcast medium and cooperativeness of the 

mobile devices introduces new security risks. Security 

services, such as authentication services and access 

controls, can enhance the security of ad hoc networks. 

Nevertheless, these preventive mechanisms alone 

cannot deter all possible attacks (e.g., insider attackers 

possessing the key).  Therefore, it is necessary to have 

other security mechanisms to deal with misbehaving 

insider nodes that possess the valid key and access 

rights. As result, intrusion detection is an indispensable 

part of security for MANET. 

There are several techniques can be applied for the 

detection of attacks against routing protocols in 

MANET. The main categories of these techniques are:  

anomaly-based detection, misuse-based detection and 

specification-based detection [1].  These techniques 

apply to each of the routing protocols such as Ad hoc 

on-demand distance vector (AODV)[27], Dynamic 

source routing (DSR)[26], Optimized link state routing 

(OLSR)[10], and potentially other infrastructure 

protocols used in MANET.   

The aim of this paper is to classify current techniques 

of Intrusion Detection System (IDS) and comparison 

between these detection techniques. 

The paper is organized as follows Section 2 present the 

concept of prevention mechanisms extends with the 

limitation of these mechanisms.  Section 3 provides an 

overview of IDS MANET as well as discusses the 

different detection techniques; these are anomaly-

based, signature-based and specification-based. 

Comparison discussion between these detection 

techniques is presented in Section 4. Section 5 

concludes the paper. 

 

2 Prevention mechanisms 

Prevention mechanism is used to secure network 

against external attacks, where it can be achieved by 

authenticating users and nodes [2][3][4], and by 

securing routing protocols used to create routes 

between nodes[5][6][7]. By signed the routing 

messages by each node, a large number of attacks can 

be prevented or eliminated, example of such attacks 

are:  

-Spoofing attacks: Attacks in which nodes send routing 

messages pretending to be a different node. 

-Modifying attacks: Attacks in which nodes modify 

routing messages in transit with the intention of 

misleading other nodes. 



Modifying the routing protocols to require node 

authentication is a viable approach but has some 

limitations: firstly, it increases the overhead since it 

increases the size of routing messages and the amount 

of processing needed to process each routing message. 

Further, every node needs to verify the authenticity of 

the incoming routing messages. 

However, these techniques in general they are designed 

for a set of known attacks.  However, encryption and 

authentication cannot defend against compromised 

mobile nodes which carry the private keys. For this 

reason, there is a need of second mechanism to detect 

and response the attack that successfully penetrated the 

prevention mechanisms.   

 

3 Intrusion Detection in MANET 
 

Intrusion detection techniques (IDS) are a valuable 

technology to protect target systems and networks 

against malicious activities.  Detection and response 

mechanisms are used to secure network against internal 

attacks. This can be achieved using intrusion detection 

systems [8][9]. IDS should be able to detect the 

malicious activities of attackers who successfully 

penetrated the prevention mechanisms.  

Many intrusion detection systems have been proposed 

in traditional wired networks, where all traffic must go 

through switches, routers, or gateways. Hence, IDS can 

be added to and implemented in these devices easily 

[12][13].  On the other hand, MANET does not have 

such devices. Moreover, the medium is wide open, so 

both legitimate and malicious users can access it. 

Furthermore, there is no clear separation between 

normal and abnormal activities in a mobile 

environment. Since nodes can move arbitrarily, false 

routing information could be from a compromised 

node or a node that has outdated information. Thus, the 

current IDS techniques on wired networks cannot be 

applied directly to MANET. 

Some assumptions are made in order for the intrusion 

detection systems to work in MANET [14]. The first 

assumption is that user and program activities are 

observable. The second assumption, which is more 

important, is that normal and intrusive activities must 

have distinct behaviors, as intrusion detection must 

capture and analyze system activity to determine if the 

system is under attack.  

Several techniques can be applied for the detection of 

attacks against routing protocols. These techniques can 

be divided into the main categories of: anomaly-based 

detection, signature-based detection and specification-

based detection [1]. These techniques apply to each of 

the routing protocols such as AODV, DSR, OLSR, and 

potentially other infrastructure protocols used in 

MANET (e.g. multicast, session management). 

3.1 Anomaly-Based Detection 

An Anomaly-based intrusion detection System, is a 

system for detecting computer intrusions by 

monitoring system activity and classifying it as either 

normal or anomalous. This technique tries to detect 

attacks by looking at activities that vary from the 

normal expected behavior. Detection techniques can be 

classified into three main categories [25]: 

  Statistical-based. 

 Knowledge-based. 

 Machine learning-based. 

Defining normal behavior major challenge in anomaly 

detection. Normal behavior can change over time and 

intrusion detection systems must be kept up to date. 

False positive – the normal activities that are detect as 

anomalies by IDS – can be high in anomaly-based 

detection. On the other hand, anomaly-based detection 

is capable for detecting previously unknown attacks. 

This is very important in an environment where new 

attacks and new vulnerabilities of system are 

announced constantly.  

3.2 Misuse-Based Detection 

Misuse-based or signature-based intrusion detection 

compares known attack signatures with current system 

activities. Generally misuse-based intrusion detection 

preferred by commercial IDSs since it is efficient and 

has a low positive rate.  

Misuse detection provides very good detection results 

for specified, well-known attacks. However, they are 

not capable of detecting new, unfamiliar intrusions, 

even if they are built as minimum variants of already 

known attacks. The system is only as strong as its 

signature database, and this needs frequent updating 

for new attacks. 

3.3 Specification-Based Detection 

 The specification-based intrusion detection 

technique [15] is usually based on building finite state 

http://en.wikipedia.org/wiki/Intrusion-detection_system


machines that reflect the expected behavior of the 

node. The implementation of this idea can be done by 

monitoring execution such program or protocol respect 

to the expected behavior. Specification-based intrusion 

detection technique is introduced as promising 

alternative that combines the strengths of anomaly-

based and misuse-based detection techniques, 

providing detection of known and unknown attacks 

with lower false positive rate. It can detect new attacks 

that do not follow the system specifications.  

Moreover, it does not trigger false alarm when the 

program or protocol has unusual but legitimate 

behavior, since it uses the legitimate specifications of 

the program or protocol [28]. In specification-based a 

detector needs to monitor a node very closely and 

maintain information about the messages sent and 

received by the node. The detector then also needs to 

perform similar calculations as performed by a node 

executing the routing protocol. Therefore the 

complexity of the detector is typically similar to the 

complexity of executing the routing protocol itself. 

This increases the detector complexity, and the data 

that needs to be stored on the detector to a level that 

may not be acceptable. Another problem with 

specification-based detection is danger from 

misinterpretation of the protocol when the protocol is 

modeled in detail. This will lead to false alarms 

because the alarm may be due to a misinterpretation of 

the protocol in the detector finite state machine. To 

avoid this problem it has been proposed to simplify 

detectors by only modeling key characteristics of the 

protocol and not necessarily every detail. This 

decreases complexity and simplifies the detector but 

leaves open the possibility that an attack exploiting the 

portions of the protocol behavior that are not modeled 

by the detector will go undetected. 

 

4 Analysis 

IDSs on MANET use a variety of intrusion detection 

methods. The previous discussion illustrates the 

challenges associated with each of intrusion detection 

techniques. Anomaly-based detection systems 

implemented in MANET. Unfortunately, mobility of 

MANET increases the rate of false positives in these 

systems. The main benefit of anomaly-based detection 

techniques is their potential to detect previously unseen 

intrusion events.  Misuse-based detection provides very 

good detection results for specified, well-known 

attacks. However, they are not capable of detecting 

new, unfamiliar intrusions, even if they are built as 

minimum variants of already known attacks. Updating 

of attack signatures is an important problem for this 

approach.  Specification-based detection can detect 

routing attacks against routing protocols with low rate 

of false positives. However, it cannot detect some kind 

of attacks, such as DoS attacks. Table1 illustrate the 

characteristics of each technique.   

 

Table1: Anomaly, Misuse and specification detection 

Method  Characteristics  

Anomaly-based - capable for detecting 

previously unknown 

attacks 

- High false positive 

 

Misuse-based - very good detection 

results for specified, 

well-known attacks. 

- not capable of 

detecting new attacks. 

 

Specification-based - detection of known and 

unknown attacks. 

- low false positive.  

- needs to monitor a node 

very closely. 

- complsexity of the 

detector. 

- Cannot detect DoS 

attacks 

 

Two key aspects concern the evaluation, and thus the 

comparison, of the performance of alternative intrusion 

detection approaches: these are the efficiency of the 

detection process, and the cost involved in the 

operation. 

 

5   Discussion and Summary 

Mobile ad hoc networks are attractive technology for 

many applications. However, this flexibility introduced 

new security risks. Since prevention techniques are 

never enough, intrusion detection systems (IDSs) are 

generally used to complement other security 

mechanisms. Intrusion detection for MANET is 

complex and difficult task mainly due to the dynamic 

nature of MANETs, their highly constrained nodes, 

and lack of central monitoring points. These different 

characteristics of MANET make conventional IDSs 

ineffective and inefficient for this new environment.  



Recently, many researchers have been working on 

developing new IDSs for MANET. New approaches 

need to be developed or else existing approaches need 

to be adapted for MANETs. This paper, briefly 

explored the various intrusion detection methods 

suggested by the authors and also analyzed some 

challenges and problems of each method in MANET. 

There is an utmost need of a general foundation for all 

intrusion detection and supporting activities that can 

able to adapt dynamic network conditions. The 

requirement of the system like high security and low 

bandwidth should be satisfied by the IDS. Also the IDS 

that are able to detect known and unknown attacks 

should be considered. 
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