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Abstract - One of the famous and attractive features of a 

mobile device is the touch screen, especially in smart phones, 

where the same physical space could be used for various 

functions in different modes. Smudge or the remaining mark of 

the figure after touching the screen is very dangerous and 

could be used by hackers and malware applications to gain 

sensitive information. 

In this paper we will study the problem of smudge attacks on 

smart-phone touch screens and their impacts on e-commerce 

applications. The main focus will be on how such smudge 

attacks could be used for fraud and identity spoofing. Finally, 

we will try to propose some solutions for this attack and 

discuss the feasibility of their implementations. 
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1. Problem Statement 

  Some models of smart phones like Android based 

phones provide pattern recognition as a screen unlock 

technique.  This technique can be misused and hacked through 

smudge attacks as per [1]. 

 To unlock such phone, the user needs to connect specific 

dots in a specific pattern defined early by him. The problem 

starts after unlocking the phone since the screen keeps some 

oily residuals that are used by the attacker to predict the 

authenticated pattern as shown in Figure1. 

 

  

Figure 1: Unlocking Smart phone by Pattern [2] 

Moreover, number of possible patterns is comparatively 

limited (389,112 possible patterns) since there are some 

constraints like each dot cannot be used more than once. From 

a statistical point of view, there is 92% success rate for 

Android smudge attacks [3]. 

 

 

2. The impacts on E-Commerce 
 Reading the screen smudges or oily residuals will lead 

to ID theft which ultimately gives the thief the ability to use 

the smart phone and get all the stored information.  In this 

section, we will discuss the ID theft issue and its impact on E-

Commerce. 

ID theft is very dangerous since the thief can do or 

commit any crime on your behalf because he knows that 

responsibility will be totally on you not on him. This dilemma 

became more dangerous now after the dramatic growth in E-

Commerce, Internet, and communication systems. The growth 

of E-Commerce and its applications increases the potential 

impact more and more. Most of the E-Commerce applications 

have been developed to work on smart phones, which makes it 

very easy for the customer to shop any time, and, any place 

just by using his phone. This is good from a service point of 

view but risky from security point of view. In the next 

paragraph, we will give a scenario explaining why it is risky 

to have E-Commerce applications on your smart phone. 

As known, some E-Commerce applications keep sensitive 

information on the customer smart phone like credit card 

information, last bought orders, and so on. It can happen to 

you that your identity is stolen. For example, ID Theft can 

occur by a person simply stealing and unlocking the smart 

phone by reading the smudges or oily residuals after you had 

used it, and run the E-Commerce application installed on your 

smart phone to steal the sensitive information stored on that 

smart phone. Imagine that your phone is stolen or missing, the 

first thing for you to think about is how to return it back (the 

handset itself) and forget about the installed applications since 

your wallet, credit cards, debit cards, etc, are still with you.  

You will be in one of the following positions: 

 

1) Lucky and wise: You find the smart phone and stop all 

credit cards. 

2) Lucky but unwise: You find the smart phone and do 

nothing about your credit cards. 



3) Unlucky but wise: You do not find the smart phone but 

you stop all credit cards. 

4) Unlucky and unwise: You do not find the smart phone 

and do nothing about your credit cards. 

This misuse may affect and limit the E-Commerce growth on 

smart phones.  The users should know how to use their smart 

phones wisely to mitigate the risk of such occurrences. 

 

 

 

3. Conclusion 

 In this paper, we put the spot on one of the latest attacks 

that is targeted, but not limited to Android based smart 

phones through exploiting the vulnerability of using pattern 

based unlocking mechanism. We have proposed the problem 

statement and the impact of this threat on E-Commerce 

growth on smart phone environments. In the full paper, we 

will propose some solutions to this issue along with a 

guidance to the smart use of the smart phones. 
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