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Abstract - Knowledge Based authentication is still the most
widely used and accepted technique for securing resources
from unauthorized access for its simplicity, ease of
revocation and legacy deployment which divides to textual
and graphical password. Over the last decade several attacks
records for stealing user’s identity and confidential
information using a single or combination of attacks. In this
paper the attacks pattern of textual and graphical password
describes according to CAPEC standard, following
describing their effects on both conventional and image
password. More over some categories lacks from detail
research which highlighted and will select as future work.
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1 Introduction

The tradeoff between security and usability of
knowledge based authentication schemes was always a topic
for experts. Although textual password is still use as an
entrance in most secure environments, graphical password
has been selected as an alternative due to the drawbacks of
textual password. The image password is classified into three
categories: Recognition Based; Pure Recall Based and Cued
Recall Based [1].

These recognition categories provide a gallery of faces,
objects, random arts or icons for users and some of them can
be selected as the user’s password. In pure recall based or
draw based [2], the user needs to draw a shape or signature in
an empty grid as password. For the other category, cued recall
based or click based, the system provides user special
facilities to remember his password, for instance in Passpoint
algorithm, the user is given a chance to select some points in
the background image as his passwords. [2-4].

The Common  Attack  Pattern  Enumeration
Classification’s (CAPEC) Release 1.6, defines and describes
the common attack pattern along with the observation of the
Department of Homeland Security, which will be used to help
users find the subset pattern of enumeration. In this paper,
the attack pattern of knowledge based authentication are as
follow:

2 Password Brute Force

Also known as exhaustive search or guessing attack, it
uses “Probabilistic Techniques” as a method of attack.
Probabilistic technique shows that when one object is selected
randomly from a class of objects, the probability that the
result would be the same as the desired result is more than
zero, so password brute forcing works by an attacker who
uses trial and error method to explore all possible passwords
of the user [5].

In textual password brute forcing, the attacker should
trying millions of passwords by testing every combination of
letters, digits, special symbols and punctuation symbol until a
password is found. So, an attacker will require years, and in
some cases hundreds or thousands of years, to completely
reveal a password. In the recognition category of graphical
password, when the attacker physically accesses the database
of pictures, this attack is possible using the trial and error
using stolen images. In draw based, an attack can be launched
using smart programs to automatically generate accurate
mouse motion to imitate human [2].

To prevent successful attacks, password management
policies can force user to change his password before a brute
force attack managed to check all possible combinations.
This attack has two different versions which use brute force
as a method for attacking, namely “Dictionary Based
Password Attack” and “Rainbow Table Password Attack”
with the following description [5].

2.1 Dictionary Based Password Attack

This is one of the branches of brute force attack which
the attacker creates a dictionary of textual or graphical
possible password, and then tries to compromise an account
with one user name and the passwords in the created
dictionary [5].

In textual password, the attacker creates a dictionary of
memorable words like dates of birth as passwords. On the
other hand, there are also several free wordlists or software
tools that automate dictionary attacks [6]. In click based
graphical password, the attacker creates a dictionary of
popular spots of image or points which can attract the user.
There are several algorithms which show the visual attention
of user like “Bottom up” and “Top down”. In Bottom up, the
human attention goes towards “hotspots™ or “salient” which
are recognizable shapes, bright colors, or objects that are
more likely to be selected [7-9]. In top down visual search,



humans control his attention by searching for a specific thing
in a picture [9-10]. When the dictionary is created, attacker
uses software to check the login page for one username and
hundreds of password in the dictionary.

To prevent this attack, a mechanism named CAPTCHA
needs to identify whether the password is entered by the user
or by an automated program. The Captcha is a challenge
response program that generates a test to identify whether the
third party is a human or a system. This test can be solved
easily by the user but hard to bypass by a system [11].

2.2 Rainbow Table Password Attack

Nowadays administrators try to save the password of
users in hash form. If the attackers want to find the plain text
of hash value, he has two choices. One is to calculate the hash
value of many plain texts to find the same hash which might
take a long time. Or the other choice is pre computing the
hash of billions of passwords and store them in a Rainbow
table in order to find the correct password [12]. These tables
take a very long time and uses large space to generate, but
once the attacker has the tables, it facilitates attacks by
cracking a large number of passwords in a second. The main
idea of the rainbow table is using chain of hashing and
reduction function. A hash function maps the plaintexts to
hashes, and the reduction function reduces the length of hash
function to a fix value. The chain of rainbow table starts with
a plaintext and finishes with a hash value.

To prevent the risk of Rainbow table, the administrators
adds a random character named salt before hashing. The salt
value is stored in the database for each user. During every
authentication, a new challenge is generated by the server, the
Rainbow tables need to either include all the salt
combinations which would make them unmanageably large,
or recalculate the table every time which makes them similar
in terms of efficiency to brute force attacks [12]. In this
situation, the attacker needs to find the correct salt for each of
his hashing which makes the process much too long. If the
selected salt key is long enough, compromising the password
would be much harder for the attacker [12-13].

3 Sniffing Attack

Sniffing uses the weakness found in design of
application to reveal more information to the intruder than
what it intends to show by using sniffer to monitor and
eavesdropping the input or output data [5, 14-15]. In textual
password, the user starts to send “Towhidi7958F” as his
password which transferred in sequence of packets. The
packets go up and down through network along with the
packet’s destination address to show which computer is
permitted to accept it. At the same time the attacker uses a
sniffer software to change the configuration of his Network
Interface Card to a promiscuous mode to collect all these
packets [14]. In Recognition based Graphical Password, the
attacker can sniff the ID of image password. This ID is usable

only if user can attack the image gallery at the same time. No
research has found the impact of sniffing attacks on click
based and draw based algorithms.

To protect from password sniffing attacks, sensitive
information must be properly encrypted [16], another choice
is using “IP Security Protocol (IPsec)” that secure data in the
network layer by authenticating and encrypting each packet in
communication [17].

4 Spoofing Attack

The attacker uses various techniques like Action
Spoofing, Content Spoofing, or Identity Spoofing to
masquerade his message as a legitimate one in order to trick
user. In “Action Spoofing” the attacker changes the
mechanism of actions to lead victim to a wrong way. For
instance the user thinks by clicking on the return button of the
page, he will redirect to the home page but in return, an
executable file is run by attacker. In “Content Spoofing”, the
attacker changes the contents of one page to show his
messages rather than the original one. For instance in the
bank portal, the attacker change the account number of bank
to his. In the “ldentity Spoofing”, the attacker impersonates a
legitimate user.

A computer may be protected from this attack by
restricting the IP addresses that sends data. A router may have
a list of IP numbers and it allows only data from these
numbers to enter the computer. So if the attacker gains the IP
list, he can start sending data that appears to come from a
legitimate IP address. But when the attacker do not have the
list, he starts to send packets with consecutive IP numbers
until a packet gain one of allowed IP in the list, which in this
case the packet gains access to computer [15]. Identity
Spoofing have several subsets like “Man in the Middle
Attack” and “Phishing Attack” as follow [5].

4.1 Man in the Middle Attack

Derive from basketball, when two player want to pass a
ball to each other, another player interrupts the passing ball
without prior knowledge [18]. In the man in the middle
attack (MITM), the intruder uses spoofing method by sitting
somewhere between the client and the server and starts
sniffing packets or even alter message from first party and
send the changed message to the second, so although the two
parties thought they are directly talking to each other, the
attackers actually control all the conversation without any
sign [5, 19]. In case of successful MITM, the attacker can
have several consequences like DNS poisoning, denial of
service attack or even Https sniffing. In case of sniffing, any
textual or graphical password can be observed by the intruder,
especially when data transfer in TCP protocol as data are
transferred without any encryption [18].



To protect password against such attacks, hashing password,
multi factor authentication, digital certificate, channel
encryption, and integrity protection is recommended [20].

4.2 Phishing Attack

Phishing is the act of stealing a user’s confidential
information by pretending to be a legitimate entity. For
example, an attacker design a fake website exactly like a
bank’s portal, then starts to send out a spam e-mails to a large
random number of users trying to convinces the user to visit
the cracked website and enter their account number and
password. The method of convincing user can done by social
engineering techniques like telephone call, SMS, and so on.
[20-22].

In graphical password under the click based category,
phishing is possible by creating a faked login page and
simulating the area for drawing password. Once the user
draws his password, the sketch can be used in the legitimate
website. During recognition, the username is retrieved by the
faked website, and then it will be passed to the legitimate
website for retrieving the correct image gallery. Again this
gallery is shown to the user in the faked website which causes
the user to select the password [2]. Even click based can be
simulate in phishing website, for instance the attacker can
include the background images in the login page, when the
user starts to click on special point of picture as his password,
the area of password is revealed to the attacker.

Using “List Based” technique is recommended for
mitigating this attack which divides to black list and white
list. The black list contains the list of all phishing website
which gathered by web crawlers or list maintainers but these
list are helpful only if their data is accurate and fresh. The
white list on the other hand includes the list of all trusted
domains. So by visiting any website that does not record in
white list, an alert message will be shown to the user [22].

5 Exploitation of Authentication

In the case that user does not have username and
passwords; there are several methods for exploitating
authentication  like  “Authentication  Bypass”  and
“Exploitation of Session Variables, Resource IDs and other
Trusted Credentials”. The description of these two password
attacks are as a follows:

5.1 Authentication Bypass

In this attack the attacker can gain access to resources,
application, service and credential information with the
privilege of an authorized person [5]. For instance an intruder
can firstly gain physical access to local computer and then
change the setting to administrator privilege. This privilege
bypass all authentication for accessing files and folders [6]. In
web application, most financial systems have authentication
page as the heart for entering secure transactions. In some
cases, the attacker bypasses the authentication page and

directly type the URL of the page which will show after
authentication.

5.2 Exploitation of  Session

Resource IDs

Variables,

“Session Side Jacking” is a sort of Exploitation of
Authentication by exploiting session variable and resource 1D
[5]. This attack controls the communication channel of two
endpoints. When the user establishes a new session and
authenticate successfully, the attacker can assume the identity
of this user, and then install a Trojan horse on the target’s
computer to watch the activity and records user names and
textual or graphical password. If the data transfer is in a
“Secure Socket Layer”, the attacker cannot intercept the data,
otherwise the data can be captured and then “Session Replay”
by the attacker [15].

In “Session Replay” or “Authentication Replay” the user
steals a valid session ID or password and reused it again to
gain privilege. Authentication replay is mostly used when the
user uses encrypted password. For instance, suppose one
client usually sends an encrypted string to the server that
provides for user authentication, this encrypted string can be
captured by the attacker and presented to the server by the
attacker. Authentication schemes that use static authentication
parameters are susceptible to password replay attacks.

Many authentication protocols uses a challenge-
response mechanisms for user authentication like when the
authenticator generates a random string and present it as a
challenge to the supplicant. The supplicant will typically
manipulate the server challenge in some way and will
typically encrypt it using the user password or a derivative as
the key, or generate a hash based on the challenge and the
user password. In any case, the user plaintext password will
be used by the client to generate a response to the server
challenge. If an attacker manages to capture a challenge-
response authentication session, he may be able to see the
encrypted supplicant response that depend on the server-
provided challenge.

6 Social Engineering Attacks

This is one of the oldest attacks that simply involves
psychological and technical methods of tricking the user into
believing that he needs to provide his confidential
information.

Text based password can be easily described or written
down on a paper or even describe verbally, so social
engineering can easily lunch in this sort of authentication [2].
For graphical password, describing password by telephone or
email is harder than conventional passwords because
verbalizing a click points in a picture or even drawing shape
is very hard. For instance in Passpoint scheme, explaining the
exact click point of a user is very hard since there are millions
of available spots in a picture. A research on Passface



graphical password shows although the algorithm is
vulnerable to description attack, a wise choice of decoy
pictures can increase or decrease its vulnerabilities [23].

Countermeasure of this attack is very hard because it
does not relate to any bugs or weakness in the system. Since
the weakest link in any security system is humans, using
users awareness training and security policies and procedures
is highly recommended [24-25].

7 Physical Security Attacks

When an attacker has physical access to a computer,
there is a chance of bypassing authentication and easily get
access to resources even without authenticating. In case of
physical attack of textual or even graphical password, an
attacker can steal the password database from the server and
launch offline attacks against it. For instance in the
recognition category, the image password of the user is stored
in the database, so anyone who gain access to the password
bank can retrieve the credential information [5].

Although preventing security attack is hard,
cryptography may be the solution to mitigate the risks of such
attacks by encrypting password in database using a key. The
key should be stored in a different computer to prevent an
attacker from accessing information.

8 Shoulder Surfing Attack

The attacker tries to use direct observation like looking
over the user’s shoulder, using binoculars or even closed-
circuit television cameras for capturing user’s credential. For
instance, this attack happens when user try to enter his
password using the keyboard, mouse or even touch screen
[26]. Graphical password schemes are more vulnerable to
shoulder surfing than textual passwords [27]. In the
recognition category, some of the algorithms design a
challenge response method to resist this attack which forces
the user to not clicking directly on password. For instance, the
triangle algorithm , CDS Algorithm [28], DWT algorithm
[29] and color login algorithm [30]. In the click based
category, the attacker needs to capture exactly the position
clicked by mouse in the image. Also in the draw based
scheme, the process of drawing password is entirely visible to
the attacker to memorize or even record [31]

To prevent this attack, users should make sure that no
one is looking behind them when they are typing their
passwords or even shielding the keypad from view by using
their body or cupping their hands. [6].

9 Conclusion

Nowadays security of authentication remains an issue of
paramount importance to verify the identity of person or
process. Among various methods of authentication like
biometric, smartcards and password authentication, textual

and graphical password have been used for centuries and still
remain the most popular mechanism. This paper reviews the
common attacks of knowledge base authentication and the
reflection in textual and graphical password.

On the other hand the limitation of human memory on
memorizing strong and secure textual password led to
focusing more on the security of graphical password. In the
future the attacks on graphical password will describe in
detail.
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