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Abstract— The difference between other data hiding
schemes and Wu et al.’s scheme proposed in 2009 is that the
histogram shifting and difference expansion techniques are
not used. The high capacity is archived by new technique,
hiding tree. However Wu et al.s did not consider quality
of the stego image. Compression codes is created instead
of stego image in Wu et al.’s scheme. It can be not a
steganography scheme, because a steganography scheme has
an cover image as an input and stego image as a output.

In this scheme, the hiding tree is improved. Although
the nodes of hiding tree is fixed, the level of the tree is
changed and determined to control the changed pixels by
the threshold value according to each block. The block
size affects the quality of the stego image although the
amount of the additional information is changed. According
to improved hiding tree and these few mechanisms, the
quality of the stego image can be improved until perceptible
distortion is disappeared.
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1. Introduction
Recently, an enormous amount of information is transmit-

ted over the Internet. Because this communication channel
is open to anyone, any unauthorized person can intercept
the transmitted information. Some sensitive information need
to be kept from unauthorized use. There are two ways to
provide confidentiality of the sensitive information: cryptog-
raphy and data hiding.

Cryptography is a popular technique to keep the confiden-
tiality. The meaningful plain text is changed into meaning-
less cipher text in cryptography. And the data hiding also
provide confidentiality by concealing the secret data.

Communication of cipher text over the Internet can be
known to an attacker. If an attacker can decrypt the cipher
text, the confidentiality is broken. In contrast with cryptog-
raphy, it is very difficult that an attacker becomes aware
of whether there is secret data or not in the communicated
information when secret data is concealed.

In data hiding, digital contents such as video, audio or
digital image are used to conceal the secret data. The data
hiding schemes [1-14] are called ’reversible’ when the cover
image can be recovered after extracting the secret data from

stego image. Otherwise, the data hiding schemes are called
’irreversible’.

The first reversible schemes was proposed by Hongsinger
et al. in 2001 [7]. This scheme is different with previous data
hiding schemes. The previous data hiding schemes were not
reversible. The other words, the cover image could not be
recovered. Although Hongsinger et al.’s scheme could be
used in sensitive area such as military image or medical
image, there is salt and peppers noise problem in stego
image.

Ni et al. proposed data hiding scheme based on histogram
shifting in 2006 [14]. A peak point which is used to embed
the secret data and zero point which is not presented pixel
value in the cover image is searched in histogram. And
other values are shifted to zero point by one. Since Ni et al.
proposed the scheme, many reversible data hiding schemes
[6][9]based on histogram shifting are proposed to improve
the quality of the stego image and increase the capacity.

The difference expansion (DE) technique [13] that can
provide adjustable embedding capacity depending on a
predetermined threshold is also base of many data hiding
schemes [2][4][5][7][12].

Many data hiding schemes are based on histogram or DE
technique. In contrast with these schemes, Wu et al. proposed
new data hiding scheme[1]. They used hiding tree to embed
secret data instead of histogram and DE technique.

Wu et al. did not consider quality of the stego image. The
difference between cover image and stego image is larger
than other data hiding schemes. To make up for the fault,
the compressed codes are created instead of a stego image.
If an attacker know that the codes are compressed and can
decompress the codes, he or she can easily notify that the
cover image modified.

In this paper, the proposed scheme is based on improved
hiding tree. The difference between the values of the cover
image and the values of the stego image is decreased by
using improved hiding tree when the secret data is embedded
into the cover image. The threshold value and block size are
used to control the capacity and quality of the stego image.
It is more adaptive method than Wu et al.’s scheme to embed
the secret data into the cover image. Therefore, there is no
problem to generate stego image.

The organization of this paper is as follows. In section
2, related works about a prediction technique and Wu et
al.’s scheme are introduced. section 3 explains the proposed



scheme more detail. The experimental results of the pro-
posed scheme are described in section 4. Finally section 5
contains conclusion of this study.

2. Related works
In this section, The binary tree is reviewed to use in

the data hiding. And after the edge prediction technique is
introduced, Wu et al.’s scheme is briefly described.

The edge prediction technique is discussed to calculate
prediction error value. This prediction technique has better
performance than other prediction technique.

2.1 Review of binary tree
The binary tree is one of the data structures. Two nodes,

child nodes, are connected to one node, parent node, in
binary tree. This relationship can be used in reversible data
hiding. A values is changed to two other values by secret
data in data hiding. It seems like that the parent node is
changed to one node of child nodes.

Therefore the binary tree can be used to embed and
extraction the secret data in data hiding. When secret data is
embedded into a cover image, the value of the cover image
pixel can be regarded as a parent node in the binary tree.
If the secret data is ’0’, the pixel value is changed to left
child node in the binary tree. Otherwise, the pixel value is
changed to right child node in the binary tree. When secret
data is extracted from stego image, the pixel value of the
stego image can be regarded as a child node of the binary
tree. If the pixel value is left child node in the binary tree,
the pixel value is ’0’ and the pixel value of the stego image
is changed to parent node in the binary tree as the pixel
value of the cover image.

2.2 The edge prediction technique
The edge prediction technique has another name, JPEG-

LS [15]. This technique was used at lossless compression
in JPEG. The prediction values are calculated by the this
prediction technique. By finding the difference between the
pixel values and the prediction values, the prediction error
values are generated, called prediction coding. And the
prediction error values are compressed by entropy coding.

The prediction values x′ are calculated by neighboring
pixels shown in Fig. 1. x is the current pixel to be pre-
dictive. And a, b and c are neighboring pixels of x. This
edge prediction technique detects the vertical or horizontal
edge[1]. When there is a horizontal edge such that difference
between a and c is bigger than difference between b and c,
x′ = a. When there is vertical edge such that difference
between b and c is bigger than difference between a and c,
x′ = b. Otherwise, x′ = a+ b− c.

The calculation of x′ is represented as the following
equation (1).

Fig. 1: Prediction template

x′ =

 min(a, b) if c ≥ max(a, b)
max(a, b) if c < min(a, b)
a+ b− c otherwise

, (1)

where min( ) and max( ) are functions to obtain minimum
and maximum values of the parameters, respectively.

The prediction error values (evij) are generated by the
following equation (2).

evij = x− x′. (2)

Prediction decoding is to recover the original pixel value.
It is archived by adding the prediction values and the
prediction error.

2.3 Review of Wu et al.’s scheme
Wu et al. proposed a steganography scheme based on

hiding tree and prediction coding for high capacity.
The embedding procedure of Wu et al.’s scheme is

described below

Algorithm : Embedding
Input: Cover image (I), secret data.
Output: Compressed bit string

Step 1: Generate the encrypted secret data (S) .
Step 2: Calculate prediction values of I using equation

(1).
Step 3: Calculate prediction error values using equation

(2).
Step 4: Building hiding tree. The nodes of hiding tree

consist of absolute values of prediction errors. The
values of each node of hiding tree are selected by
frequencies of absolute values of prediction errors.
More frequent values are selected to determine low
level nodes except of first node. The first node
consists of zero in all cases. Finally, the absolute
values of prediction errors which do not occur are
connected to the last node. The values connected
last nodes of the hiding tree are not fixed. So, any
values which is not occur can be connected to the
last nodes.

Step 5: Modify prediction errors. prediction error (eij)
is modified by following equation (3).

neij =


aeleft if eij ≥ 0 andS = 0
aeleft × (−1) if eij < 0 andS = 0
aeright if eij ≥ 0 andS = 1
aeright × (−1) if eij < 0 andS = 1

, (3)



where aeleft and aeright mean the absolute value
of prediction error of the left and right child node,
respectively, and neij is modified prediction error
value. If aeij are last node of the hiding tree, the
secret data is not embedded. The prediction errors
are just changed by following equation (4).

neij =

{
ce× (−1) if evij < 0
ce otherwise

, (4)

where ce is a node which are connected to last
node of the hiding tree.

Step 6: Compress modified prediction error values. En-
tropy coding is used to compress modified predic-
tion error values without losing any data. Finally,
the compressed bit string is generated

Next, extraction procedure is described below.

Algorithm : Extraction
Input : The compressed bit string, hiding tree
Output : Cover image I , secret data.

Step 1: Decompress the compressed bit string. The mod-
ified prediction errors can be obtained after this
step.

Step 2: Extract encrypted secret data. If the value of
the modified prediction error is left child node
of parents node in the hiding tree, the encrypted
secret data is ’0’, otherwise ’1’ except of connected
nodes.

Step 3: Recover prediction error value eij using
following equation (5).

eij =

{
aeparent if neij ≥ 0
aeparent × (−1) if neij < 0

, (5)

where aeparent is the parent node of the absolute
value of the modified prediction error.

Step 4: Decrypt encrypted secret data.
Step 5: Recover I using prediction decoding.

The large distortion of stego image is generated Step 5
and the hiding tree in embedding procedure of Wu et al.’s
scheme. The difference between the parent nodes and child
nodes in hiding tree can be significant because the nodes of
the hiding tree is constructed by the rule that the frequent
absolute values of the prediction error are the value of the
low level nodes of hiding tree. The character of hiding tree
affects the quality of stego image. If the difference of the
child nodes and parent nodes is big, the distortion of the
stego image is significant. Because of this problem, the stego
image can not be generated.

Fig. 2: Embedding procedure

Fig. 3: The fixed hiding tree

3. The proposed scheme
In this section, a new data hiding scheme is proposed.

Wu et al.’s scheme is not complete steganogrphay, because
stego image was not created. But stego image is created in
the proposed scheme. Fig 2 shows the embedding procedure.

3.1 Embedding procedure
The proposed hiding tree shown in Fig. 2 is fixed. But

according to distribution of the prediction error values in
the blocks, the level of the hiding tree of each block is
changed. As a results, distortion of the stego image is
decreased. A threshold is used to control the capacity and
quality of the stego image.

Algorithm : Embedding
Input : Cover image I , secret data S, threshold T and block
size M



Output : Stego image I ′, level (L) of the hiding tree of
each block, T and block size.

Step 1: Calculate prediction error. To calculate prediction
error, the edge prediction technique mentioned in
section 2.1 is used except of first row and column.
First row and column’s prediction value pij are
different from other pixels. In the first row, pre-
diction value is the value of previous pixel (Ii−1j)
represented as

pij = Ii−1j . (6)

And pij of first column is the value of above pixel
(Iij−1) represented as

pij = Iij−1. (7)

The eij is calculated by equation (2).
Step 2: Divide prediction errors into blocks sized M×M .
Step 3: Calculate level of the hiding tree of current block.

The each node of the hiding tree is fixed. However,
level of block is calculated by a predetermined
T and the distribution of prediction errors in the
block. The frequencies of absolute prediction errors
in the block are firstly scanned. And then the
largest value of absolute prediction errors (le) but
less than 2T is chosen. L is obtained by the
following equation (8).

L = blog2 le+ 1c+ 1, (8)

where b.c is floor function. If there is no largest
value of absolute prediction errors, L = −1.

Step 4: Modify prediction errors using the hiding tree that
the level is L and secret data S. Prediction errors
need to be classified into two groups. First group
is embedable group which satisfy the following
condition (9)

eij < 2L−1. (9)

Another group is not embedable which do not
satisfy the condition (9). If prediction error is
embedable group, prediction error is modified by
the equation (3). Otherwise, prediction error is
modified by the following equation (10).

neij =

{
eij − 2L−1 if eij < 0
eij + 2L−1 otherwise

. (10)

Step 5: If it is not last block, go step3. Otherwise, go
Step 6.

Step 6: Calculate stego image using the following equa-
tion (11).

I ′ij = pij + neij . (11)

If underflow and overflow occur, location is marked
on location map instead of embedding the secret
data into the pixels.

Table 1: The experimental results of Wu et al.’s scheme

Images Underflow Overflow Capacity PSNR
lena 105 68 0.998 26.56

peppers 2956 116 0.998 19.21
goldhill 478 1012 0.998 19.90
baboon 4891 126 0.980 17.04

boat 331 363 0.998 24.35
zelda 277 126 0.999 26.70

jet 123 115 0.997 27.29
zelda 277 126 0.999 26.70

In embedding procedure of the proposed scheme, ad-
dictive information is generated such as location map for
underflow and overflow, the levels of each block, threshold
value and block size. These additional information is used
to extract the secret data and recover the cover image during
extraction.

3.2 Extraction procedure
In extraction procedure, the secret data can be found in

stego image. And also cover image is found.

Algorithm : Extraction
Input : Stego image I ′, level (L) of the hiding tree of each
block, and block size(M ).
Output : Cover image and secret data.

Step 1: Calculate a modified prediction error using edge
prediction technique.

Step 2: Extract secret data. If prediction error is less
than 2L, then secret data is can be extracted by
using hiding tree which constructed by L. When
absolute prediction error is left or right child node
of the parent node in hiding tree, S is ’0’ or ’1’,
respectively.

Step 3: Recover prediction error. modified prediction
errors are classified into two groups. First group
satisfy the following condition (12).

neij < 2L. (12)

Another group doesn’t satisfy the condition (12). If
modified prediction error is first group, prediction
error is changed to the value of parent node in
hiding tree. Otherwise prediction error is calculated
by the following equation (13).

eij =

{
neij + 2L−1 if neij < 0
neij − 2L−1 otherwise

. (13)

Step 4: Repeat the Step 1-3 until the last pixel.
And then cover image is obtained by prediction decoding.

4. The experimental results
In this section, eight gray-scale images sized 512 × 512

are used to estimate performance of the proposed scheme as
shown in Fig. 4.
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Fig. 4: Eight 512 × 512 gray-scale images for the experi-
ment: (a) Baboon, (b) Boat, (c) Goldhill, (d) Jet (e) Lena (f)
Peppers (g)Toy (h) Zelda

Table 2: The experimental results of the proposed scheme
for test image "Baboon" under various block size when
threshold value is ’1’

Block size Underflow Overflow Capacity PSNR
2 22 0 0.108 48.50
3 0 0 0.106 45.93
4 28 0 0.108 44.50
6 0 0 0.106 43.19
8 29 0 0.108 42.64
10 0 0 0.106 42.48
16 28 0 0.108 42.36

Table 3: The experimental results of the proposed scheme
for test image "Lena" under various threshold when block
size is ’2’

T Underflow Overflow Payload PSNR
0 0 0 0.111 48.21
1 0 0 0.296 42.84
2 0 0 0.586 38.20
3 0 0 0.818 34.92
4 0 2 0.889 33.18
5 0 4 0.923 32.13
6 3 6 0.936 31.46

The capacity and quality of the stego image are estimated.
The capacity can be expressed by bpp(bits/pixels). And
quality of the stego image can be expressed Peak-Signal-to-
Noise Ratio(PSNR). PSNR is defined as following equation
(14).

PSNR = 10 log10
MAX2

MSE
, (14)

where MAX is the maximum possible pixel value of the
image, and MSE(Mean Squared Error) which for two
monochrome images ,cover image and stego image sized
m× n, is defined as

MSE =
1

mn

m−1∑
i=0

n−1∑
j=0

[I(i, j)− S(i, j)]
2
, (15)

where I is cover image and S is stego image.
In Wu et al.’s scheme, there is a compressed bit string in-

stead of stego image. Therefore PSNR can not be calculated.
But suppose that an attacker can decompress the bits string
and recover the image. He or she can find the fact that the
image is modified because the recovered image’s distortion

Table 4: The experimental results of the proposed scheme
when block size is ’2’ and threshold value is ’1’

Images Underflow Overflow Capacity PSNR
lena 0 0 0.296 45.48

peppers 138 0 0.223 46.13
goldhill 0 0 0.399 48.89
baboon 22 0 0.108 48.50

boat 4 0 0.183 46.61
zelda 10 0 0.291 45.19

jet 0 0 0.406 45.14
zelda 10 0 0.291 45.19



is large as shown in Table 1. Eventually, the secret bits can
be extracted by attacker.

The experimental results of the proposed scheme accord-
ing to the threshold T are shown in Table 2. When the
threshold T is small, the capacity is very low. But image
quality is high. Thus the capacity and distortion of stego
image can be controlled by threshold T .

And the block size also control the quality of the stego
image with the same capacity. When the block size is larger
than 8, the quality of the stego image is similar. However,
the distortion is decrease when the block size is small. But
the amount of information about the levels of the tree of
each block is increased. The experimental results of various
block size are shown in Table 3.

When the threshold value is ’1’ and block size is ’2’,
the experimental results for various image is shown Table 4.
According to the characteristic of image, the underflow or
overflow is can occur. When the smooth image is used as
a cover image. the capacity is high than a image which has
many edge areas. However, the variance of pixels between
cover image and stego image in smooth image is larger than
edge image.

Thus, the capacity and distortion of the stego image can be
controlled by various threshold values and block sizes. Wu
et al.’s scheme is not suitable to embed secret bits safely
because the distortion of the stego image is significant. The
proposed scheme improves the binary tree and embedding
method to decrease the distortion of stego image.

5. conclusion
In this paper, the new data hiding scheme is proposed.

The proposed scheme improve Wu et al.’s scheme. In Wu et
al.’s scheme, the distortion of the stego image was significant
by hiding tree. As the experimental results in section 4, the
PSNR of Wu et al.’s scheme is less than 30dB. The PSNR of
the proposed scheme is more than 45dB when the threshold
value is 1 and block size 2. The capacity of Wu et al.’s
scheme is almost 1 when the capacity is measured by bpp.
The proposed scheme has low capacity. However, capacity
is not more important than the quality of the stego image
in the data hiding. Therefor, the proposed scheme has better
performance than Wu et al.’s scheme.
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