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Abstract - Cloud computing is an emerging IT
service paradigm. Instead of developing their
own IT departments, business sectors purchase
on-demand IT service from external providers in
a per-use basis. From business cost perspective,
companies are shifting capital expenses (CapExp)
on hardware equipments to operational expenses
(OpExp). Many companies, especially those star-
tups, found this cloud IT service is economically
beneficial. However, this IT service paradigm still
requires to overcome some security concerns be-
fore it can be fully deployed. One of the main
security issues is how to protect client’s data pri-
vacy from cloud employees. This paper proposes a
PASS scheme for this purpose using Authentica-
tion and Secret Sharing.
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1 Introduction

Cloud computing is an emerging research field
to facilitate the deployment of a new IT service
paradigm. Cloud providers offer variety of IT ser-
vices to subscribers and charge them in a per-
use basis. Many researches [1-5] have identified
the potential benefits of this IT paradigm such
as cost saving, innovative technology fast devel-
opment, better resource utilization, and arguably
better security protection.

Data storage is a popular IT service provided by
the cloud. For example, the Amazon’s S3 - Sim-
ple Storage Service [6]. In traditional data man-
agement models, people store and protect their
own data under their own authority, whereas in
cloud computing, the responsibility of data man-
agement and protection no longer belongs to the
data owner. This fundamental change brings some
new security challenges that traditional security
solutions might not work. One of the most diffi-

cult challenges is the protection of data privacy [7-
11]. Cloud’s data center stores data from different
clients. These data may physically reside in the
same hardware. Thus, cloud providers must have
an effective data isolation mechanism to prevent
illegal data accesses from outsiders, other clients,
or unauthorized cloud employees. The protection
against malicious cloud employees is a difficult
problem and may require a fully homomophic en-
cryption algorithm. Unfortunately, cryptologists
were not able to find any such encryption algo-
rithm for years. Actually, they are not even sure
whether such encryption algorithm exists.

Without homomophic encryption algorithms, it
is unlikely for clients to have 100% data privacy
against cloud employees. Thus, the scheme pre-
sented in this paper is intended to reduce the data
privacy risk to a minimum. The proposed scheme
is named “PASS” because it protects clients’ data
Privacy by Authentication and Secret Sharing.
The PASS scheme combines several coherent secu-
rity components such as public key cryptosystem,
key agreement, key management, authentication,
and access control. This paper will present the
design choices of each component and describe its
relationship to others. In general, the design of the
PASS scheme is based on the following guidelines:

1. Ensure secret isolation (or secret compart-
ment). That is, a reveal of a secret should
not result in a reveal of another secret.

2. Security protection should be considered with
a higher priority than efficiency.

3. Select a design choice that would benefit as
many security components as possible.

For example, in trying to ensure the main secu-
rity goal “data privacy”, the PASS scheme chooses
not to store encryption keys anywhere in the cloud



because of the secret isolation guideline. More de-
tailed explanation of this design choice will be de-
scribed later in Section 3.

The rest of this paper is organized as follows:
The five security components are described from
Section 2 to Section 6. Section 7 presents the
PASS scheme by providing a sequence of walk
through steps to show how to integrate these five
security components. Section 8 concludes the pa-
per.

2 Public Key Cryptosystem

RSA [12] and elliptic curve [13] are two popular
public key cryptosystems. In the proposed PASS
scheme, elliptic curve was chosen over RSA. Ellip-
tic curve cryptosystem (ECC) provides the same
level of security as RSA, but with much smaller
key size [14]. In addition, based on ECC, there
is a convenient and efficient key agreement algo-
rithm, which can be used in the key agreement
security component (design guideline 3).

2.1 ECC Setup

The cloud provider, based on the recommendation
from National Security Agency [15], chooses an
appropriate prime curve E(Fp) : y2 = x3 + ax + b

over a prime p and a base point G with an order
n, where nG = O. The cloud publishes the chosen
ECC domain parameters < p, a, b, G, n >.

2.2 Public Key Generation

The cloud’s server chooses a random number ds ∈
Fp as its private key and then computes its public
key Ds = dsG. Similarly, each client i establishes
his own private-public key pair di ∈ Fp and Di =
diG.

2.3 ECC cryptography

There are many ECC encryption and signature al-
gorithms available in the literature. All these al-
gorithms are based on the hardness assumption
of the Elliptic Curve Discrete Logarithm Problem
(ECDLP) that states: Given two points D and G

on the curve, where D = dG for some d ∈ Fp, it
is computational hard to find d.

ECC encryption and decryption will be used in
the process of client authentication. Below are
the notations used in this paper for these two op-
erations. Let c be a ciphertext of a message x,
encrypted by a public key Di. That is,

c = ENCDi
(x) (1)

The ciphertext c can only be decrypted by an en-
tity with a private key di, where Di = diG. The
notation of decrypting the ciphertext c back to the
original message x is

x = DECdi
(c) = DECdi

(ENCDi
(x)) (2)

3 Key Agreement

Though there is a public key ECC established, for
the purpose of efficiency, clients’ data stored in
the cloud should still be encrypted by a symmet-
ric encryption algorithm such as AES [16]. Thus,
the cloud’s server needs to share a secret symmet-
ric key ki with each client i. The PASS scheme
chooses not to store ki anywhere in the cloud be-
cause of the following two secret isolation advan-
tages:

• If the cloud’s server is compromised, the pri-
vacy of stored data can still be preserved.

• If there are malicious employees inside the
cloud, not storing the shared keys in the
cloud reduces their chances of stealing sen-
sitive data.

Of course, in response to a client’s query, the
server needs to derive the shared key so that the
client’s data can be retrieved for further process-
ing. Only during this time frame, the malicious
employees may have the chance to steal the key.
To further protect keys during these time frames,
it requires a strong access control component in
the PASS scheme as a second defense, which will
be described later in Section 6.

Now, the remaining question is how the server
derives the shared key while receiving a client’s
query. The PASS scheme uses Shamir’s secret
sharing algorithm [17] to accomplish this. For
each client i, the server has a secret share SSi and
the client has the other secret share CSi. With
both SSi and CSi, any entity is able to derive the
shared secret key ki. However, lack of any one of
these two shares, ki cannot be recovered.

For each client i and the server, the key agree-
ment component in the PASS scheme is responsi-
ble for generating ki and its two secret shares SSi

and CSi. From the established ECC, the two par-
ties (the server and each client i) can easily agree
on the two secret shares, even without the need to
talk to each other. However, the agreement of the
shared key ki requires exchanging some messages
using the Diffie-Hellman algorithm [18].



3.1 Secret Key Agreement

Before presenting the secret key agreement algo-
rithm in the PASS scheme, we would like to de-
scribe an easy algorithm first, then followed by ar-
guing the use of the easy one may violate a design
guideline. It works as follows: Using ECC, the
server computes a point Qi = dsDi and the client
i can compute the same point Qi = diDs since
dsDi = dsdiG = diDs. The shared symmetric key
ki can just be the x-coordinate of Qi. The secu-
rity of this key agreement scheme is based on the
hardness assumption of the elliptic curve Diffie-
Hellman problem. Even though this is an efficient
key agreement algorithm without any message be-
ing exchanged, the PASS scheme decided not to
use it because of the violation of the secret isola-
tion design guideline. The violation occurs if the
server is compromised and the private key ds is
revealed, an adversary can then derive the secret
key ki of any client i.

Thus, the traditional Diffie-Hellman key agree-
ment algorithm will be used to establish the shared
keys in the PASS scheme:

1. Both the server and the client i choose a ran-
dom number rs ∈ Fp and ri ∈ Fp, respec-
tively.

2. The server computes and sends a point Rs =
rsG to the client. Similarly the client i com-
putes and sends a point Ri = riG to the
server.

3. The server computes a point Qi = rsRi

and the client can compute the same point
Qi = riRs since rsRi = rsriG = riRs. Both
the server and the client permanently remove
rs and ri from their storage after Qi is com-
puted.

4. The shared secret key ki can then be the x-
coordinate of the point Qi.

Note that this process generates two extra mes-
sages. However, the key agreement is a one-time
process and will be performed only when a cus-
tomer subscribes as a new client.

3.2 Secret Shares Agreement

After ki is agreed, the two secret shares SSi and
CSi can then be generated separately by the server
and the client i, respectively. In this secret share
agreement algorithm, there is no extra message
required. The algorithm works as follows:

1. Let a be the x-coordinate of the point Qi+Di,
where Di is the public key of the client i.

2. The server and the client i can construct a
same polynomial

f(x) = ki + ax (3)

3. Both the server and the client i randomly
choose their secret shares SSi = (x1, f(x1))
and CSi = (x2, f(x2)), respectively, where
these two shares are points on the polynomial.

4. After the secret shares are chosen, both the
server and the client remove Qi and the poly-
nomial from their storage.

5. In a later query, the client i presents his share
CSi to the server. Combining with its own
share SSi, the server is able to reconstruct
the polynomial and thus the secret key ki can
be recovered.

4 Key Management

There are many secret keys and secret shares that
the server needs to keep track of. How to manage
these keys and other useful information in an inte-
grated fashion is another important design of the
PASS scheme.

For each client i, the server keeps a profile stor-
ing the related keys and secret share, along with
some other information that can be used later for
key derivation, client authentication or access con-
trol. Table 1 below shows the contents of a client
i’s profile.

Table 1: Cloud’s server keeps a profile for each
client i.

Client ID h(ki) SSi Di

Request Counter Security Label

Inside a profile, it does not store the secret key
ki in a clear form, but in a hashed form h(ki),
where h is a cryptographic hash function. Inclu-
sion of the hashed key is for the purpose of client
authentication. Recall that not storing shared se-
cret keys anywhere in the cloud is our major de-
sign choice to enhance data privacy. The server
also needs to store its secret share SSi for a later
key derivation when the client i makes a query
with his share CSi attached. Note that after the
query is processed, the server must discard both
ki and CSi from storage to ensure a better data



privacy protection. It is also useful to keep the
client’s public key Di in the profile. If the server
would like to initiate a short but sensitive talk to
the client i, it can use Di to encrypt the message
since the server does not have the shared secret key
ki at that moment. For the request counter field
in the profile, initially it is set to 0. The counter
increments by one each time the client i makes a
request to the server. The purpose of this counter
is to prevent replay attacks. Using this counter
approach, the client needs to keep a counter on
his side too. The authentication procedure will be
described in Section 5. Finally the security label
in a profile is used to implement mandatory access
control. Section 6 has more discussion on this.

5 Client Authentication

Upon receiving a service request from a client, it is
important for the server to authenticate the client.
This authentication can be another defense of data
privacy. That is, only allowing the authenticated
client to access his own data.

Based on the design choices in other supporting
components, the client authentication procedure
in the PASS scheme is quite simple without the
need of challenge and response handshakes, which
are usually required in other typical authentica-
tion protocols.

The procedure starts by a client i sending a ser-
vice request message with an authenticator

Client i
ENCDs

(client′s counter||CSi)

−−−−−−−−−−− → Server

where ENCDs
(x) stands for using the server’s

public key to encrypt x and the symbol || means
concatenation. Upon receiving the request, the
server performs the following steps:

1. Use its own private key ds to de-
crypt the received authenticator, i.e.,
DECds

(ENCDs
(client′s counter || CSi)),

and then retrieve the client’s counter and the
secret share CSi.

2. Use the decrypted CSi and the stored SSi

(in profile) to recover the secret key ki us-
ing Shamir’s secret sharing algorithm as de-
scribed in Section 3.2, and then compute the
hash h(ki).

3. If the computed hash value matches the stored
hash value and the client’s counter is the same
as the server’s counter, then the client is au-
thenticated.

Using this request counter approach, the result-
ing authentication procedure is efficient. How-
ever, integrity protection of both counters is a
must to prevent deny of service attacks. Includ-
ing the client’s counter inside the authenticator
is to prevent replay attacks. A replay attack oc-
curs if an adversary overhears an authenticator
from a client’s legitimate request and later uses
the authenticator to impersonate the client to the
server. With the request counter approach in the
PASS scheme, an old authenticator will not have
a matching counter to the one in the server.

If the authenticator contains only request
counter, a milder replay attack could occur. With-
out CSi inside the authenticator, an adversary
may overhear the authenticator from a client i

with a counter value ci and later use this authen-
ticator to impersonate another client j when his
counter value cj = ci. Of course, the adversary
needs to have the capability to keep track of the
counter values of both clients i and j. Including
the secret share CSi inside the authenticator, the
above minor replay attacks can also be detected.

6 Access Control

The access control in the PASS scheme plays an-
other important defense for data privacy, espe-
cially for malicious employees inside the cloud.
To strongly control accesses, the PASS scheme
chooses the mandatory access control model, in
which no access right delegation can be granted.
To implement such access control in cloud com-
puting, a good security labeling is essential.

A security label consists of two parts
(security level, {categories}), which can be
assigned to either data items or subjects. Assign-
ing to a data item, the security level indicates
the data’s security sensitivity and the set of
categories describes kinds of information of the
data. While assigning to a subject, the security
level is the subject’s security clearance and the
set of categories describes what kinds of data the
subject has right to access. The U.S. DoD has
defined four security levels for their applications:
top secret, secret, confidential and unclassified.
With assigned security labels, a subject is allowed
to access a data item if his security clearance
is higher than or equal to the data’s security
level and his set of categories is a super-set of
those assigned to the data item. This model
is well-known and mature. Thus, no further
refinement to the model in the PASS scheme
is conducted. However, in the context of cloud



computing, it requires to define appropriate
security levels and the granularity of categories,
as well as to carefully identify the subjects which
may be involved in any cloud operation. All these
variables should be considered as a whole so that
the resulting security labeling is not complex but
flexible enough for access control in the cloud.

To reduce the complexity, the PASS scheme
only defines two security levels: secret and non-
secret. Table 2 lists the identified subject types.
All cloud implementations may require these top-

Table 2: Different subject types in cloud comput-
ing.

Clients Should be allowed to access
their own data only.

Query May include authentication,
Servers query, and encryption servers
Query Processes that are allowed to
Processes access clients’ data.
Cloud All other servers in the cloud
Servers that are not related

to query processing.
Cloud Processes that are not allowed
Processes to access clients’ data.
Classified Few top trusted managers,
Employee cloud engineers, and

system administrators.
Able to revoke and check
the status of query processes.

Unclassified Unclassified employees in the
Employees cloud.

No right to perform any
operations to the query
processing black box.

level subject types. However, they can be further
divided into subtypes. Different cloud applications
could have different subtypes. Thus, each cloud
implementation should define subtypes based on
their own discretion. All query processes can be
invoked by the query server only. They are all
built-in functions and should not be altered in
any circumstances unless the few top classified em-
ployees decide to update them to newer versions.
Cloud processes are not designated to manipulate
clients’ data and they could be any process related
to other operations in the cloud. Thus, these pro-
cesses do not have any access right to clients’ data.

Next, what granularity of category is appro-
priate in cloud computing? Obviously, data be-
long to different clients should be in different cat-
egories. Let Ci denote a category for each client

i. For security levels, it’s clients’ responsibility
to specify secret or non-secret to each data item.
Thus, client i’s data could be either (secret, Ci)
or (nonsecret, Ci). In addition, each client i’s
profile is secret and labeled as (secret, Ci). Data
labeled secret needs to be encrypted all the time
in the cloud. Finally, the front-end authentication
server, and the back-end query server and encryp-
tion server are all assumed trusted with the high-
est label (secret, query system), where the cate-
gory query system ⊃ {all Ci}. In order for these
servers to be trusted, the cloud providers should
put extra effort to secure them such as firewalls,
intrusion detection, physical protection, or their
mix. Only these query servers are able to derive
encryption keys upon receiving clients’ queries.

Another notable design for access control in the
PASS scheme is to build a black box for query pro-
cessing. This black box can only be accessed by
some selected classified employees with the highest
security label (secret, query system). All other
unclassified employees, servers and processes that
are not related to query processing should abso-
lutely have no right to access anything inside the
box.

7 The PASS Scheme

With the five security components, Figure 1 shows
a diagram that gives an overall picture of the pro-
posed PASS scheme. We walk through the dia-
gram step by step. Step 1 to Step 4 describe how
to store a client’s data in the cloud. This process
includes key agreement, data encryption, and pro-
file creation/update. Step 5 through Step 12 list
the sequence of operations for a query processing.

Key Agreement and Data Encryption

Steps:
1. The client i and the Authentication Server

(AS) perform the key agreement procedure as
described in Section 3. This procedure can
be performed either for a periodic secret key
update or when the client i first subscribes to
the cloud.

2. AS creates or updates the client i’s profile to
record the newly agreed key ki and the secret
share SSi.

3. AS sends a data encryption request, along with
ki, to the Encryption Server (ES).

4. ES encrypts or re-encrypts client i’s data
using ki.
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Figure 1: Query processing diagram, which is a
black box to most employees in the cloud

Query Processing Steps:

5. Client i makes a Query Request QR to AS.
An authenticator (see Section 5) is sent along
with the request.

6. Upon receiving a QR from the client i, AS per-
forms the authentication procedure described
in Section 5 by first retrieving SSi and h(ki)
from the client i’s profile. The shared key ki

will be derived in this step.

7. If the authentication fails, AS either sends back
a deny message to the client i or simply dis-
card the request. AS should forget (i.e., dis-
card) ki from its storage right away in this
case.

8. If the authentication succeeds, AS forwards
the query, along with ki, to the Query Server
(QS).

9. Depending on the query, QS invokes a query
process, which could be either QProcess

(secret, Ci) or QProcess (nonsecret, Ci), to
perform operations requested in the query. A
secret QProcess will get ki from QS.

10. The invoked QProcess may need to ac-
cess some client i’s data. Based on the se-
curity labels defined in Section 6, QProcess
(nonsecret, Ci) is only allowed to access data

labeled (nonsecret, Ci), whereas QProcess

(secret, Ci) is able to access data either la-
beled (nonsecret, Ci) or labeled (secret, Ci).

11. After the QProcess finishes processing, it
returns a Query Result QRT to QS. This QRT

should have the same security label as the
QProcess. In case the QRT is secret, it will
be encrypted before being returned to QS.

12. QS returns either encrypted QRT (secret, Ci)
or not encrypted QRT (nonsecret, Ci) to the
client i. Finally, all servers must discard ki

from their memory.

Note that data encryption/decryption may be per-
formed by either the ES or a secret QProcess. ES
is responsible to encrypt the whole database of a
client i at the time a new shared key ki is agreed,
whereas each secret QProcess performs encryp-
tion/decryption to only related data in a query
processing.

8 Conclusion

This paper presents a PASS scheme in cloud com-
puting, which aims at protecting data privacy for
clients. The scheme consists of five components
as described from Section 2 to Section 6. Some
designs of the scheme are innovative to the cloud
computing field such as not storing data encryp-
tion keys anywhere in the cloud by secret sharing,
using ECC for key agreement, using request coun-
ters and secret shares for authentication, forming
a black box for query processing, as well as defin-
ing some top-level subject types in the cloud. A
sequence of walk through steps for both the initial
key agreement and a later query processing are
also provided to show how these five components
work together.
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