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Abstract— This paper presents a evaluation framework
model for pervasive computing systems. Evaluation of per-
vasive computing system has struggled due to diversity of
technology and absence of common standard guidelines
& methodologies to design and evaluate the systems. We
propose a evaluation framework model for qualitative and
quantitative evaluation of pervasive computing system. In
our model, we incorporated important system, user, con-
textual and environmental factors that are necessary for
comprehensive evaluation. The proposed model is step to-
wards forming standard evaluation guidelines that can be
use during formative and summative evaluation and, can
facilitate designer and industry for successful transfer of
technology.
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1. Introduction
Pervasive computing is shifting the computing paradigm

toward everywhere computing. The emergence covers dis-
tributed & mobile computing, sensor networks, human com-
puter interaction and artificial intelligence under umbrella
of pervasive computing. Weiser1envisioned pervasive com-
puting where computing devices integrated smartly in their
deployed environments to facilitate user with their everyday
living. Nearly two decades since Weiser’s vision was intro-
duced [34], very few practical or even promising systems
have been deployed and generated significant impact and
received acceptance.
Evaluation is an essential process for successful deployment,
assessment and acceptance of new technologies. Evaluation
of pervasive computing system has struggled due to the
complexity, openness and diversity of technology. There is
consensuses among researchers that traditional performance
approaches are no longer applicable for pervasive comput-
ing environments. In effort for pervasive system evaluation
various methods and solutions are currently being used
and subsequently published in literature. However due to
the multidisciplinary research in pervasive computing it is
difficult to answer "what and how to evaluate", hence one
box solution is impractical although desirable [28]. Our

1http://sandbox.parc.com/weiser/

studies concludes that the evaluation methods presented in
literature have some limitation in one way or other, because
of either they are developed for some specific applications
or have only considered some factors and discounted other
in evaluation.
As the technology is improving there is a great need of
standard evaluation model to position pervasive computing
systems and define directions for future research. Due to
fundamental difference with traditional computing system
in terms of user interaction and involvement, we observed
that pervasive system should be designed and evaluated
keeping its user in mind, so that the system do not disturb
the everyday living of user and smartly integrates itself in
their lives. Ciarletta and Dima’s in [11] presented a user
driven design model for pervasive systems. The key feature
of their model was the user representation at each system
design stage, however it is limited to the design issues of
pervasive system and provide not information on evaluation.
In this paper we proposed a evaluation framework model for
pervasive computing system. In our model, we utilize and
extend their model and identified most important factors to
be considered while designing and evaluating. Key features
of our model that can make a significant improvement in the
design and evaluation process of pervasive system are:

• Consideration of environmental factors that cannot be
ignored due to the nature of pervasive systems.

• Contextual factors to better observe the behavior of
user and system within the context it will be used.

• User factors that play an important role in designing
and evaluating the system.

• Ground work for integrating technology acceptance and
adoption model or successful transfer of technology.

The factors presented in this paper lay the groundwork for
establishing an evaluation framework for pervasive comput-
ing system. The rest of the paper is organized as follows. In
the next section we have presented a brief summary of all
surveyed paper focusing on pervasive computing evaluation,
next we present our evaluation framework model along with
discussion on the factors for evaluation. Finally in section 4
we summarized the paper and discuss future goals.



2. Related Work

This section presents the review of some presentative
work that address different evaluation challenges and their
solutions. There is clear consensuses among the researchers
that traditional performance approaches are no longer ap-
plicable for pervasive computing environment. Gabriele in
[22] suggested that due to high QoS requirements, proactive
performance tuning activities and interdependencies between
user behavior & system hinder conventional evaluation tech-
niques to fit in the box. Scott and Jennifer identified some
major challenges in pervasive computing evaluation like,
applicability of metrics, scale, ambiguity and unobtrusive-
ness [31]. Some authors like [26][6][9] presented some
approaches to gather data and selecting the metrics from
scenarios that are driven by real problem than by technology
for qualitative and quantitative evaluation. Efforts havealso
been made to explore formative and summative evaluation
approaches for pervasive systems such as [7][12][25][21].
However the fact that these approaches cannot make a signif-
icant impact is because their focus were entirely on gathering
user requirement before designing a working system or vice-
versa.
Due to the importance of human behavior and contextual
factor in the design of pervasive computing environments, a
concept of living laboratory was presented in [4][19] to eval-
uate pervasive environments. Results of living laboratories
are helpful to identify pitfalls and improvement opportunities
required in the interactional aspect, however they are not sat-
isfactory (1) when deployed outside the lab environment (2)
users who participate (student or volunteers) in such studies
are not real users of application therefore the interactionand
intentional level of these individuals cannot be generalized.
To capture true user experience researchers turned toIn-situ
evaluation, and brought system to interact with real user
in the context the technology or application will be used.
Researchers utilize techniques like (wizard of Oz, experience
sampling, analyzing data from sensors, cultural probes etcto
conduct evaluation[30]. In-suit evaluation techniques seems
promising for pervasive computing systems, however as
(1)studies are done on prototypes therefore it is expected,
result may differ when evaluated with complete system, (2)
the time period of 2-3 weeks is not sufficient, also (3) the
question how to effectively analyze and utilize the data in
evaluation is still not answered.
All the aforementioned evaluation method, have some lim-
itation in one way or other. Because either they are devel-
oped for some specific applications of pervasive computing,
have only considered some factors and discounted other in
evaluation, not accounted user acceptance and adoption in
evaluation process etc. A scrutiny of all the presented work
has encouraged us to develop a comprehensive evaluation
framework that cover almost every aspect of and related to
pervasive computing system.

3. Evaluation Framework Model
To find the answer for "what and how to evaluate" we

survey state of art to determine the ultimate interest of re-
searchers when they made design decision and evaluate their
prototypes. As compare to traditional computing system, per-
vasive systems rely on user intention, context and operating
environment. We came to the conclusion that there is a great
need of evaluation framework that consider user, system,
contextual and environmental factor for the comprehensive
evaluation of system. We develop a evaluation framework
model for pervasive computing evaluation (See Figure 1)
and identify the most important user and system aspects and
established a list of quantitative and qualitative parameters
for evaluation (summarized in Table 1 [36]). The system-
centric parameters gauges the efficiency and effectivenessof
the design decisions and presents the assessment of how the
system performs and expands under normal and abnormal
conditions, as well as the resources employed to achieve
the target performance. Similarly user-centric parameters
are used to indicate how well the behaviors of a system
correspond to user intentions and expectations, and how
much effort it takes on users part to interact with the system.
Knowing the complexity and the diversity of pervasive com-
puting system different measurements and results collected
may not truly reflect the pervasive computing system if
comparison are made among systems with vastly differ-
ent designs approaches and/or application domains. It is
therefore crucial to identify not only quantifiable parameters
that can be measured and evaluated, but also using non-
quantifiable parameters to characterize important aspects
of these systems. In addition, we believe it is equally
important to consider the contextual and environment factor
into account for a comprehensive evaluation of pervasive
systems. Following we present the key evaluation aspects
from system, user, contextual and environmental prospective
that lay groundwork to develop a comprehensive evaluation
framework and to construct technology acceptance model
[14].

Fig. 1: Evaluation Framework Model

3.1 Environmental Factors
Pervasive computing systems are envisioned to be smartly

fabricated into people’s lives and environments. Unlike tradi-
tional computing systems where environment was considered
irrelevant for design and evaluation, it plays an important
role in design and development of pervasive computing
system. In diverse disciplines, techniques and principles



Table 1: Summary of Quantitative and Qualitative Parameters of System and User

Quantifiable Parameters Non-quantifiable Characteristics
System Performance Node-level characteristics
Communication Performance Service & application
and cost Context Characteristics
Software Footprints Security & Privacy

System-Centric Power Profiles Knowledge representation
Parameters Data storage & manipulation Architectural characteristics

Quality of context Standardization
Programming efficiency Extensibility
Reliability Backward compatibility
Fault-tolerance Proactivity
Scalability Adaptability characteristics
Maintainability
Effectiveness
Adaptability Economical consideration

Parameters Concerning Self-organization
System and User Error

Explicitness

have been developed for environmentally friendly execution
and deployment of technologies [20]. Although pervasive
systems are intended to bring comfort in our daily living,
however it has some positive and negative effects on the
environment too. Hence it is significantly important for
pervasive computing researchers to consider environmental
factors during the design of software and devices for perva-
sive environments. The importance of the matter has been
articulated in literature but to the best of our knowledge no
standard guidelines or techniques are developed to date to
support design and evaluation.
The environmental factors can be derived from technical
and non technical domains. From the technical domain
designer and evaluators should consider the implicit and
explicit implication of deployed technologies, such as device
safety and installation constraints present in the environment,
environmental conditions (such as heat, cold and humidity)
for the devices2, energy consumption, physical waste and
recycling of devices, user safety against non-ionizing radia-
tions from mobile communication, environmental dynamics,
potential health or environmental effects, stress imposedon
the user, restriction of consumers and patients, threats to
ecological sustainability and dissipation of responsibility in
computer-controlled environments [24].
Non Technical factors can be accounted from diverse dis-
ciplines such as government regulating authorities, archi-
tecture, transportation engineering [28], green technology
concept, potential impact of applying technologies (Human
Health Impacts, local natural environment impacts, social
and cultural impacts, global impacts, and resource sustain-
ability) identified in Environmental Technology Assessment
Manual3(EnTA). We believe the aforementioned environ-
mental factors in one way or another can play important role
in design and assessment of pervasive computing system.

2Pervasive device with built-in computing and communication abilities
3EnTA manual is Prepared by John E. Hay and Mathew Noonan for the

United Nations Environment Programme Division of Technology, Industry
and Economics Consumption and Production Unit, Paris, France and
International Environmental Technology Centre, Osaka, Japan

3.2 Contextual Factors

Pervasive computing demands application that can sup-
port highly dynamic environments and required less user
intervention. To meet such challenges applications shouldbe
designed considering context in mind. There is rapid devel-
opment in design of context aware applications that can react
autonomously on behalf of users [18][10][27]. Although the
research in context-aware computing is growing yet there is
an impoverished understanding of what context is and how
it can be used. This result in various understanding and def-
initions of context presented in literature [5][8][15][29][33].
Context is one of the most distinctive characteristics of
pervasive computing system. Thus when there is change in
context due to any reason the performance of the system
could be questioned, this could be the service provided by
the system did not adapt with the current context of user or
the service is not relevant to the situation. We suggest that
the pervasive computing applications and its services should
be designed and evaluated considering contextual factors into
account. Grace et al in [23] presented a context based eval-
uation model and suggested to evaluated the technologies
within the context they will be used. The model does not
support pervasive computing evaluation as, the contextual
factors considered in their model do not completely comply
with pervasive system. The contextual factors solely depend
on the definition of the context.
For the purpose of understanding we consider the most
important type of context (Location, Time, Identity, Activity
and Environment)[5]. To broaden the scope and considering
the interdependency of environment and context we have
also considered environment as a type of context, as the
change in environmental factor can also bring change in
context. The contextual factor in environment could be
different due to the change in location, identities, activities
and time, this will result a change in context. A context-
aware application that adapt environments for its user, or
provide specific service depending on the context of the
environment must account the contextual factor to provide



efficient and effective service execution.
Contextual factors can be determined by creating the sce-
narios in the real environments, understanding human be-
havior, social situations, purpose of application & services
and environmental factors. More factors can be considered
depending on the requirement and purpose of application and
most importantly definition of context. As such there are no
scales to check the performance of contextual factors except
the quality of the context, a complete characterization of
context in a system, and dimension of the context that are of
interest. The number of different dimensions of context can
be used to correlate the complexity of system and utilization
of context, for instance whether they used proactively or
reactively greatly affect the responsive time and resource
usage of the system.

3.3 System Factors
In this section, we have briefly describe and discuss the

important system evaluation factors. These factors are by
no means complete but are best suited for the purpose of
effective performance evaluations. We deem as the pervasive
computing research grow and more experiences are shared in
its evaluation, more factors and aspects will be introduced.
These system evaluation factors are determined from our
experience in designing taxonomy of pervasive computing
system [2]. Following we present the system evaluation
factors.

3.3.1 Infrastructure

Infrastructure factors cover the conceptual design and
functional structure of all hardware and software components
in pervasive systems. As one of the primary characteris-
tic of pervasive systems is communication and computing
capabilities that are integrated into environment to provide
the services from personal to global scale. From the com-
munication point of view the architectural characteristics at
the system level, node-level characteristics, communication
performance & cost and economical considerations are of
more importance while evaluating the system. The diverse
nature of pervasive computing makes it difficult for software
designers to adapt one common model that can meet all its
requirements. The major challenges that make the software
design difficult are ability of software architectures to sup-
port interoperability due to various network and software
technologies, user needs and service mobility [13]. The
key aspects that should be considered while evaluating the
software architecture are modularity, software dynamics,
management, design compatibility, embedded intelligence,
interpretability etc. Details of key measuring parameterscan
be found in [2].

3.3.2 Integration

Pervasive computing systems by its nature require integra-
tion of many different subsystems with very different charac-

teristics. These subsystems include computational facilities,
communication devices, mechanical or chemical sensors and
actuators, smart appliances, and existing control systems.
Plenty of research efforts have been spent on solving various
integration issues, and different implementers have triedon
different approaches. Based on the approach taken, systems
usually exhibit different architectures and therefore present
vastly different characteristics. We believe that integration
is among the important factor that needs to consider for
comprehensive evaluation. The important aspect like main-
tainability, standardization, reliability, fault-tolerance, archi-
tectural characteristics and scalability would be valuable for
evaluating the integration methods and to better analyze and
check the performance of utilities provided in middleware,
patterns and efficiency of integration between application
components and middleware.

3.3.3 Service Availability

The goal of pervasive computing system is to provide its
user with rich set of services that are embedded in the user’s
physical environment and integrated seamlessly with their
everyday tasks. Unlike services that are provided by internet,
pervasive computing services are invisible, intelligent and
invoked automatically depend on the events happening in
the environment, user context or conditions that satisfy their
invocation. In our observation potential aspects that could
make significance difference in evaluation would be ubiqui-
tous nature of service (i.e. any where any time), contextual
factors in executing the service, service composition, service
interoperability and quality etc.

3.3.4 Interaction

In pervasive computing system, human-computer interac-
tion and machine to machine interaction is the important
components and they are becoming highly dynamic and
implanted in environment. A system should adapt the inter-
action and presentation using various components available
for interfacing based on behavior sensing, service mobility
and events happening in the environment. The main objective
is to make the system usable and interactive for its user, the
easier the system is, and most likely people will use and
adapt it. Unlike traditional computing system, interaction in
pervasive computing is done implicit and explicitly with the
user, for that reason there are so many human aspects that
must be considered for the effective design and evaluation.
The interaction in pervasive system is not just interacting
with the monitor, the scope is far bigger when it comes to
implicitly interaction, where user is observed from implanted
sensors in the environment for their activities, gestures and
behaviors. The systems that do no account these aspects may
lose its credibility and user may not adopt it. The potential
aspects that need to be consider while evaluating would be
human to machine and machine to machines with keeping
the conceptual factors in mind.



3.3.5 Extensibility and Backward Compatibility

Extensibility is a major consideration for most computing
paradigms, and certainly one of the fundamental factors
when evaluating any pervasive computing system. It de-
scribes how well the design and the architecture of a system
can accommodate new components in the future and the new
technologies which come with them. Backward compatibil-
ity on the other hand describes the capability of a system to
integrate or collaborate with legacy systems or technologies.
Many pervasive computing systems such as smart houses,
structure integrity monitoring or urban computing facilities,
are expected to have much longer lifespan as compared
to traditional computing systems. Many systems are also
intertwined with physical plants that require deployment
at the time of construction or risk incurring high cost
during deployment. With increase development in the tech-
nologies and applications for pervasive computing system
the extensibility and compatibility factor will play a vital
role in its evaluation. For instance the geographic span of
different pervasive computing system can very up to several
orders of magnitudes, this will result in significant impact
on the operation behavior and organization of the system.
The designer and assessor must take these considerations
into account for successful deployment and operation of
their system. The extensibility and backward compatibility
can be evaluated by examining characteristics such as the
support for dynamic upgrade in firmware and applications;
whether there are mechanisms to improve the flexibility in
the architecture of the system, such as the use of adapters;
whether the nodes support multiple interfaces and standards;
and whether they are configurable and the extent that they
can be adjusted.

3.3.6 Invisibility

Pervasive computing system tends to implant computing
device to improve well being and autonomy to the envi-
ronment and making them invisible to the user. Invisibility
can be achieved by using and considering the environmental
and contextual factors. Impact of invisibility should be
considered to quantify its implicit and explicit effects on
its user and system.

3.3.7 Maintainability

The large number of simple and cheap components em-
ployed in most pervasive computing systems translates to
short mean time to failure (MTTF) and makes failure a norm
in the operation. To make sure the system remain operational
over a period of time, considerable resources need to be
allocated for continuous maintenance. To understand the
true cost of real-world deployments, we need to measure
MTTF, the recovery time, the cost of replacement parts and
other maintenance related parameters such as the man-hour
required to replace or fix the failed entities, and the size of

maintenance crew needed to keep the system operational.

3.3.8 Security and Privacy

Pervasive computing is supposed to be "calm" and in-
visible. In order to bring intelligence to an environment
that can satisfy users’ desires and needs, the system has
to be highly personalizing and customizable. This in turn
depends on the capability to acquire and dissimilate data
about users to various parts of the system. Typical pervasive
computing systems holding a lot of fine-grained personal
information, such as real-time locations, medical historyand
biometrics, personal preferences and schedule, concerns over
security and privacy have reached a new height. Any serious
discussion on practical deployment would need to address
the concerns over the security and privacy first. Examples of
characteristics critical to the security and privacy in pervasive
computing systems include the expressiveness of security
policy and the strength of security enforcing mechanism. As
regarding to the privacy control, researchers have suggested
appropriate measures and policies on the protection of con-
tent, identity and locations are needed.

3.4 User Factors
Pervasive computing systems are designed to serve users

and facilitate them in their daily activities. They have to
satisfy user’s needs and conform to the environmental con-
straints where users locate, and compatible with their phys-
ical and mental characteristics. Therefore, when evaluating
pervasive computing systems, it is crucial to consider and
evaluate factors not only from the system perspective, but
also from the user perspective. Following we have discussed
some user factors that we think are essential for pervasive
computing design and evaluation. These factors are derived
from our personal experience in [3][17] and also considering
standard guideline presented in [32]. These factors have
qualitative and quantitative importance in evaluation andcan
be utilized to develop constructs of Technology acceptance
model. Table 2 summarize the key factors and aspects could
be considered for evaluation.

3.4.1 Personal Factors

Personal factors define the individual characteristics of
the user and their surroundings. It considers user’s lifestyle
and focus on aspects of sensory aspects that could affect
or stimulate the user’s senses, for instance noise, light,
comfortable positions, etc. Pervasive systems have to be
adjusted to the user’s characteristics. Despite the fact that
every person is unique, the "standard user" doesn’t exist.
But there are some aspects of personal factors that have to
be taken into account, to design a system that will be useful
for our target population (for instance assistive technology
for people with special needs). Following we have presented
some of these aspect that we considered important for design



and evaluation and can help to define the constructs of
technology acceptance model.

3.4.2 Demographics Aspects

The demographic factors represent the statistical socio-
economic characteristics of a population, such as age, sex,
education level, occupation, country custom anthropometry
data, and so on. Populations are diverse and their habit and
lifestyle differ from country to another. It will be worthy
to design and evaluate pervasive system considering the
demographic factors of user in mind. Demographic factors
can be useful in defining the constructs of technology
acceptance model and regular feedback will help designers
to tune the system for target population.

3.4.3 Comfort Aspects

The comfort is one of the most important aspects in
pervasive system. Indeed a person will use the system only
if he/she feels comfortable with it. This aspect represents
the state of well being the user feels when he/she use
the system. To be adopted by the user the system has to
be comfortable. The term comfortable is exclusively not
the user’s postural comfort, but also sensory and visual
comfort. Indeed interacting with pervasive system affects
all our senses, this is why a system that make the user
uncomfortable to achieve his/her goal, will likely be rejected
by user. The consideration of comfort aspect in evaluation
will help in finding the right direction for user acceptance
of technology.

3.4.4 Skills Aspects

Skills factors are also considered important in the design
of pervasive computing system. Most of the pervasive com-
puting applications required user to understand the basic
computing technologies of today i.e. PC or Cell Phone.
Skills factor actually help to understand the user abilities
to perform some task. It is commonly said"Learning-by-
Doing" if we know the potential of the user, we can improve
his learning abilities by helping him/her to perform some
task. It is worthy to look into the experience aspect of user,
the target population may contain novice and experienced
user of current technologies (e.g. use of PDA). The ex-
perienced people may have another point of view, which
can be relevant, for the system, due to their learning and
experience of past as compare to novice user. Additionally,
it is interesting to consider the user’s mental workload and
capacity. The system will be much appreciated if it is concise
and it doesn’t require more cognitive load. To understand
such details, comprehension aspects, performance, and use
without error aspects have to be considered in design and
evaluation.

3.4.5 Organic Factors

Organic factors relate to the physiological function of
body and psychological aspect of user, these factors are
not quite considered and evaluated in traditional computing
system. However in pervasive computing system it is sig-
nificantly important to consider and evaluate these factors.
Physiological aspects can consider user’s impairment suchas
a loss of an organ (impairment after accident) which is likely
to be a problem for user to interact with the system and could
limit their activities. Among other user body organ, brain
is the most important and central part and it play a major
role in user performance. The impairment in it is considered
like a loss of user’s capacity, their intellectual functions and
confidence [1]. It is valuable to consider mental workload
and capacity in the design of pervasive system (e.g.Cognitive
Orthotic) [16]. Additionally psychological factors enable us
to understand the user’s personality, frame of mind, and their
feelings toward the system. For instance people who have
technophobia will likely not show interest in learning and
adapting new technology.

3.4.6 Health Factors

Health aspect should be carefully considered in design
and evaluation process of pervasive systems. Health aspect
relates to the user’s health state. It gives the information
about user diseases, or allergies if any. Health aspects have to
be considered, to address the difficulties user can face while
using the system. The user’s health performance could limit
him/her in performing some activities. If a user doesn’t show
any impairment, but present some difficulties in performing
some activities while using the system, the system must
notice this change in user’s performance, collect the related
data (for instance by consulting it’s vital signs and user’s
medical history) to propose some services.

3.4.7 Social and Community Factors

It represents the factors affecting or piloting directly or
indirectly the life we lead in the society. Although demo-
graphic aspects are part of in personal factors, it can also be
covered in social factors, given that social status and work
is a part of social factors. For instance in case of pervasive
healthcare application for elderly, the demographics and
social factors can play an important role, for instance,
in some countries especially in oriental ones, people are
closer to their family with social and cultural bonding, their
acceptance of the technology will likely be difficult compare
to the people living in occidental countries, where social
and cultural norms are not as strong compare to oriental
ones. Moreover, religion is a aspect that should be taken
into consideration, given that it is an aspect that could have
an impact on social life and technology usage [35]. For
the purpose of understanding take the example of Buddhist
people who practice religion, it is likely they don’t accept



new technologies easily, because they are closer to the nature
and count more on their family. Similarly, if the system
doesn’t fit with the country’s policy, it won’t be used by
the citizens. Furthermore, it is worthy to consider user’s soft
skills, interpersonal aspect which can tell about user’s traits
of personality and abilities they present while contacting
other people in everyday life.

4. Conclusion
Pervasive computing systems are gaining attention in

academia and industry. It is significantly important to predict
and understand its acceptance and adoption level among
its users. In this paper, we have presented a evaluation
framework model for comprehensive evaluation of pervasive
computing system. We suggested that, there is a great need
that pervasive system are designed and evaluated considering
its user, environment and context in mind. In our model,
we have incorporated and discussed important system, user,
contextual and environmental factors that should not be over-
looked during the evaluation process of pervasive systems.
We have also discussed the importance of user acceptance
of the pervasive technology. The acceptance measures user’s
willingness to use a system, and how users adopt and tolerate
the system. In other words, it describes user’s satisfaction,
easy of learning, attitude towards acceptability of system.
The goal of evaluation should not only to emphasize if a
particular system is accepted by its intended users or not.
We have an even higher interest in identifying the reasons
for why this system is accepted or rejected. Our model can
provide a groundwork to construct and integrate technology
acceptance and adoption model that will facilitate designer
and industry for successful evaluation and transfer of tech-
nology. Using the guidelines presented in the model, we are
working on a formal model of the evaluation framework. The
framework will provide further insights into how to interpret
the results of evaluation as well as strengthen design and
implementation of evaluation framework.
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