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Abstract – Using massive multi-player virtual worlds for 

educational purposes is becoming more popular in the past 

few years. Second Life
TM

  is a 3D virtual  world where users 

can create their own avatars and then use them to socialize, 

trade, travel or even go to universities in this virtual world.  

In this paper, we investigate using Second Life as an e-

learning tool for teaching professional ethics courses. 

Through the real life simulation provided by second life, 

issues of copyrights, freedom of speech, privacy, and computer 

crimes can be experienced and tested in a virtual environment. 

This will give the course a practical dimension and will allow 

students to examine how computer ethics work in more 

realistic situations.  

 

Keywords: Computer Science Education, using Virtual 

worlds in Education. 
 

1 Introduction 

  Ethics is defined as the principles or standards of human 

conduct [1]. Computer ethics deal with how to make moral 

decisions while using technology whether in the workplace or 

in society in general. Professional ethics for computer science 

students is a major course in most of the computer science 

programs. 

Wikipedia defines A massively multiplayer online game (also 

called MMO and MMOG) as a multiplayer video game which 

is capable of supporting hundreds or thousands of players 

simultaneously. By necessity, they are played on the Internet, 

and feature at least one persistent world. Massive multiplayer 

virtual worlds are becoming very popular. They are currently 

being used in entertainment, education, shopping and many 

other domains. Our idea is to map the concepts covered in the 

computer ethics course to virtual worlds to see how they can 

be applied, tested and analyzed. Virtual classes and virtual 

classrooms are becoming more common, as an increasing 

number of schools will hold online classes within Second 

Life. Courses that use second life as a simulation environment 

include economics, art, and architecture among others. In this 

paper we investigate using second life in professional ethics 

course for computer science and information systems 

students. 

 

 

The rest of this paper is organized as follows:  

 Section 2 introduces the environment where the 

proposed approach was applied. The research 

methodology is also discussed in this section. 

 Section 3 introduces the findings and observations. 

 Section 4 contains an assessment and discussion of 

our approach. 

 Section 5 concludes the paper. 

 

2 Background 

2.1  Environment 

 We applied our approach throughout the professional 

ethics course offered by the computer science and information 

systems programs at the American University of Kuwait 

(AUK). AUK was established as a Kuwaiti university 

following the liberal arts philosophy.  This necessarily makes 

it bi-cultural. So while the educational system is American, it 

exists in a very different cultural environment and that 

provides both challenges and opportunities. 

2.2 Course Description 

This course covers the social impacts, implications, and 

effects of computers on society and the responsibilities of 

computer professionals in directing the emerging technology. 

Legal, ethical, privacy, and security issues in computer usage 

are discussed. The course includes group work, student 

presentations, discussions, and student essays addressing the 

above issues. Case studies relating to computer ethics will be 

discussed. The course is a 100 level course. Most of the 

students are sophomores.  The number of students in the class 

is around 25. 

 

The following topics are discussed in the course: 

 History of computing, computer applications and 

their impact 

 Privacy 

 Encryption 

 Freedom of Speech 

 Copyrights issues 

 Computer Crime 

 Computers at the Work Environment 

 



 

2.3 Intended Learning Outcomes 

 On completion of this course the student should: 

 Appreciate the meaning of professionalism and of 

professional ethics,  

 Understand the expectations and responsibilities 

placed on professionals, 

 Appreciate freedom of speech and understand 

censorship issues over the Internet content, 

 Learn how to write and present a technical paper, 

 Understand how technology could be used to protect 

privacy and intellectual property. 

 

2.4 Technologies used 

 Second Life (SL) is a virtual world that has been 

developed and launched by Linden Lab on June 23, 2003 and 

is accessible via the Internet. A free client program called the 

Second Life Viewer enables its users, called Residents, to 

interact with each other through avatars. Residents can 

explore, meet other residents, socialize, participate in 

individual and group activities, and create and trade virtual 

property and services with one another, or travel throughout 

the world (which residents refer to as "the grid"). Second Life 

is for people aged 18 and over, while Teen Second Life is for 

people aged 13 to 17 [13]. Residents are allowed to build 

their own virtual objects. Linden scripting language could be 

used to produce sequence of events and complex actions. 

Residents are allowed to buy and sell stuff, get married, have 

their own business and most of real life activities. The Second 

Life Terms of Service ensure that users retain copyright for 

any content they create, and the server and client provide 

simple digital rights management functions. We also use 

other technologies in the course like Moodle [11]. 

2.5 Second life in Education 

Second life could be used in education in many different 

ways. It could be used for basic presentations while the 

avatars attend virtual classes[8]. In addition, a three-way 

white board could be used to provide interaction during virtual 

classes [8]. Office hours of professors could be conducted in 

second life. Group meetings in collaborative software 

development could be arranged as well in second life [10]. 

Other simulation techniques including conferences, art 

exhibits, guest speakers and learning via games could be also 

incorporated depending on the learning goals. Educators 

should always make sure that second life should be integrated 

into the courses in a way to maintain the appropriate balance 

between the core content and the experiential learning [8]. 

 

2.6 Methodology  

Students enrolled in the Computer Ethics course are asked to 

create avatars in second life. They can choose whatever name 

or orientation they want. Then they investigate the course 

topics and come back with concluding remarks about their 

findings. The topics are discussed in class as the course 

progresses. At the end of the semester, the students have to 

present their findings in a 15-minute presentation. They also 

submit a short report about their findings. 

The experiment was carried out across 4 classes for the 

duration of 2 years. 

3 Observations and Findings 

Ethical issues including, privacy, freedom of speech, 

copyrights and computer crimes, were investigated for both 

the avatar and the creator of the avatar.  

The following observations were noted down by students as 

each of the ethical issues was examined in Second Life:  

 

3.1 Privacy 

The following are some of the privacy issues that were 

investigated in second life. The findings show that there are 

many areas that need improvement to provide reasonable 

privacy for the residents of second life. 

3.1.1 Privacy of avatars 

Residents can simply know the date of account creation by 

looking at the profiles of avatars. To help protect the privacy 

of the avatars, some tools were created by individuals and 

companies.  For example, avatars can buy private changing 

rooms. The irony is that some people created tools to invade 

the privacy of other avatars. Examples include scripts that 

enable avatars to listen to private conversations of other 

avatars. 

 

3.1.2 Privacy of account holders 

IP collection 

Some people argue that IP addresses should be personal and 

private. It is implied in the privacy terms of Second life that 

Linden Lab collects IP addresses that the users use to connect 

to the service [9]. To get around this policy, some users use 

proxies to hide their original IPs.  

 

Retention of Data 

We tried to find out how long the data is retained after the 

cancelation of accounts (the data about the avatar and the 

personal data of users). We could not find clear record of that. 

In addition, Linden Lab states that should they ever file for 

bankruptcy or merge with another company, they may sell the 

personal information of its users to a third party or share 

personal information with the company with whom it merges 

[9]. 

 

Surveillance  

The concept of invisible information gathering (Collecting 

personal information without person's knowledge) is 

discussed in the class. Mapping the concept to Second life we 

found out that Linden labs can see what the avatars are doing 



all the time. It is exactly similar to real life surveillance. There 

is no clear indication if this information is reused or not. Any 

avatar can take snapshots of the screen view without the 

consent of other avatars. 

 

3.2 Fair Opportunity and Freedom of Expression 

Censorship 

The “Big Six” is a set of rules that control violations in second 

life.  Incidents related to any of the six violations can be 

reported to second life administrators who can terminate the 

accounts of violating users. The six violations are following 

violations [13]: 

 

1. Intolerance: This rule states that hate speech is not 

allowed in Second life. Also, the user should not 

engage in the following showing bad images, 

demeaning language, referencing others by race, 

ethnicity, gender, religion, or sexual orientation.  

2. Harassment is forbidden. 

3. Assault: The terms and conditions of second life 

state that second life is a safe environment. So, 

creating scripts that signify beating, pushing or 

shoving, or attacking other users in any form will be 

considered as assault. 

4. Disclosure: Users are not allowed to disclose 

information about other users.  

5. Adult Regions, Groups, and Listings: "Second 

Life" has been created mainly for adult users. But, in 

the main land (general open access land) it is 

prohibited to use any "Adult Content." So, there are 

designated places for “Adult Content” which have 

access control and age restrictions and verification.  

6. Disturbing the Peace: Everyone in "Second Life" 

has the right to live in peace. Users that engage in 

repetitive advertising, sounds, or self-spawning that 

will slow the server performance or affect other 

residents will be penalized for peace disturbance.  

 
Hate speech  

If hate speech incidents take place, a violation could be 

reported. An example of hate speech events is an incident that 

was witnessed after an Algerian-Egyptian soccer game during 

the world cup 2010 qualifications. After the game there were 

claims that Algerians spectators harassed Egyptian spectators 

which resulted in a real diplomatic problem between the two 

countries [5]. What happened in Second life was similar. 

Some lands had signs making fun and using racist references 

to Egyptians by Algerians. Figure 1 depicts a sample of hate 

speech between Egyptians and Algerians in second life. In 

addition, white hate groups were reported in second life [12]. 

Neo Nazis also were reported to have activities in second life. 

Observations concluded that second life provides reasonable 

protection against hate speech violations. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1 Example of Hate Speech in Second Life. 

 

Protests 

Demonstrating in real life in some parts of the world could 

lead to detention. Protestors could be detained in some parts 

of the world even if the protests are peaceful. Protests in 

virtual worlds could be a good alternative in such cases. We 

found out some protests in Second life against political 

policies. Examples include protests against Israel and the US 

policies in the Middle East. Figure 2 shows an example of 

protests in Second life. Palestinian Holocaust Memorial 

Museum in Second life is a very popular land where a lot of 

political activities take place. 

 

Most of the observations confirmed that second life provides a 

great environment for protests. 

Figure 2 Protests in Second Life. 

 

Child pornography 

Age verification allows adults to visit some adult-only lands. 

The process involves filling a form and an agreement that SL 

can use as a legal document in case of violations.  The 

agreement states that:  "The information that I am providing is 

true and correct, and I consent to its verification against public 

records or government-issued identification."  Despite of this, 



violations of age-restrictions have been reported.  In one of 

the incidents, Second Life was investigated by German police 

following allegations that some members are trading child 

abuse images in the online world [6].  To deal with such 

issues, SL introduced new age-classified lands like the teen 

second life for young teens from 13 to 18. 

 

Global impact (gambling) 

Gambling is illegal in some countries. For example, in Kuwait 

gambling is prohibited by law. All of gambling web-sites are 

filtered and blocked by the government. Virtual worlds like 

Second life can provide a backdoor to practice illegal 

activities in some countries. After receiving criticism from 

many countries, Gambling was totally banned by Second Life 

in 2007 [2].  

 

Appearance, names and clothes 

In Second Life, users have control over the appearance of 

their avatars. Users can pick names as well for the avatars. 

However, it was noticed that there are no Middle Eastern 

names in the available list of names. It was also noticed that 

there was no free clothes that support  Muslim women dress 

code when second life started. This made Middle Eastern 

students feel that they were under-represented and deprived of 

equal opportunity rights in SL.  Over our period of 

examination, students have started reporting that this issue 

was properly dealt with as SL started to introduced free 

women veils and other related fashion items. Figure 3 shows 

an example of free Islamic prayer clothes for women in the 

market place of second life [13]. 

 

 
              Figure 3 Islamic Apparel in Second Life. 

 

3.3 Copyright issues and Computer Crime 

 

There are many ways to commit computer crimes in second 

life. Hackers can take the identities of other users, which is 

against the rules. Others will try and hack user accounts and 

use them, delete them or even sell them. This is against 

second life regulations because selling  a user‟s avatar is just 

like selling one's identity.  

 

Intellectual property  

Second life follows the procedures described in the Digital 

Millinium copyright Act (DMCA) regarding copyrighted 

material [9]. There are many sensitive issues like designing 

games, lands, material artwork and many other creative 

works. Creative Commons (CC) has its own land in second 

life. The Creative Commons Second Life Salon's goal is to 

build a community in Second Life around Creative Commons 

licenses and standards through events and projects in the 

virtual world, Second Life.   

 

Identity Theft and Copybots 

Copybots are programs that allow users to make copies of 

objects without the permission of their creators. They have 

some limitations, yet using them can lead to a lot of violation 

of copyright issues. Using copybots is a breach of the Second 

life terms and conditions and could lead to getting banned 

from Second life [3]. 

 

The problem with copybots is that a large part of content-theft 

activity is accomplished with “hacked” or copybot viewers, an 

issue which is causing major concerns and dissatisfaction 

among SL users. Figure 4 shows examples of copybots in 

second life.    

 

There are a lot of people who would try to hack other users. 

Also, there might be people in second life who create scripts 

that will expose other users or just hack them using these 

scripts. During the period of study, students found many tools 

to stop messages from copybots. There are methods to “mute” 

messages from certain suspected bots. 

 

 



Figure 4 Copybots in Second life. 

 

Hacktivism and E-Jihad 

Hacktivism is "the nonviolent use of illegal or legally 

ambiguous digital tools in pursuit of political ends”.  E-Jihad.   

is one form hactivism. E-Jihad is the electronic version of the 

holy war (A religious war led with an exceptionally high 

grade of religious feeling) [7].  

 
 The major concern behind this practice is that Jihadists are 

using "Second Life" to recruit and also mimic real life 

terrorists [4].  Recently, ads started to appear for Jihad bomber 

vests that can kill all avatars within a certain distance from the 

avatar bomber. Having these types of tools available at 

acceptable and accessible media could alter the negative 

mind-set associated with them, which could be a major trigger 

of violence in real world. Figure 5 depicts a Jihad body 

bomber in second life. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5 Jihad Body Bomber vest in Second life. 

 

4 Discussion and Assessments 

 

The outcome of our research clearly shows that virtual worlds; 

although still miss a lot of real life regulations and laws, can 

be an excellent tool for creating a more dynamic learning 

experience. 

 

Using second life as an e-learning tool in ethics courses 

supports the learning goals of the course by enhancing the 

comprehension of professional ethics concepts and 

emphasizing the role of each individual in maintaining the 

ethical system in general. 

 

In the conventional method of teaching the courses, we used 

to give students case studies to help them visualize how each 

concept work.  But this method did not provide the students 

with the extra mile of being actively involved in changing 

unethical practices.   

 

Second Life provides an interactive little world of ethical and 

non-ethical practices. It is not only a place to watch or observe 

action, but also a medium of active ethical involvement.  It 

gives students the chance to detect violations, report them, and 

observe rules being amended.  

 

By looking at controversies and deficiencies in dealing with 

major issues like copyrights and copybots, students are 

stimulated to think of solutions to deal with these issues.  This 

is a good way of enhancing their problem solving and 

analytical skills. A further enhancement into that direction 

could be through encouraging students to look into other 

virtual worlds and find out how they solve these issues. 

 

From an academic perspective, using virtual worlds enhances 

the students‟ learning experience through engaging them in 

realistic situations and showing them how the different 

concepts work. On the long run, this improves the students‟ 

information retention as they start to refer to specific 

situations that happened to them during their virtual journeys 

and use them as examples for compliance with or violations of 

computer ethics. In this specific study, students‟ final 

assessments came out very positive after adopting Second 

Life as an e-learning tool. 

4.1 Students assessments 

As part of regular class activities, students evaluate the 

contents and methodology of teaching at the end of each 

semester. The following are comments made by students who 

participated in the second life experiments.: 

 

 “Very creative method of teaching. “ 

 “Class activities were fun. Using technology in such 

course added another dimension to the course“ 

 

5 Conclusion 

 

In this paper, we introduced some of our findings about 

testing ethical issues in virtual worlds. The outcome of our 

research clearly shows that virtual worlds although still miss a 

lot of real life regulations and laws, can be an excellent tool 

for creating a more dynamic learning experience. 

 

In theoretical courses like ethics courses, there is small room 

for experimenting with real life situations. But, using e-

learning tools like SL will allows students to get engaged in 

different situations of different settings, experience live 

violations of rules, discover bugs in laws, and even try to 

come up with solutions.  Science students, in particular, find 

this type of learning more relevant to their coursework as it 

involves more lab experimenting. 

 

Virtual worlds could be used for educational purposes in some 

areas like professional ethics and collaborative learning and 

software engineering. 
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